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INTRODUCTION

The allocation of addresses from the central Internet Protocol version 4 (IPv4) pool has reached its final depletion.
The last blocks of IPv4 addresses have been allocated to the Regional Internet Registries (RIRs). (1) This address
space exhaustion and the introduction of IPv6 in enterprise networks results in new challenges, evolving the
practice of current network management functions. (2] Moreover, different address types like Privacy Extensions

and especially their tracking lead to various requirements as for an IP address management solution.
The term IP Address Management (IPAM) defines a technology that can be subdivided into three main categories:

Managing and tracking an IP address inventory, including allocation of private and public IPv6 address space to
subnets, address pools, devices, users and locations. Branches are opened, offices move, making IP networks

constantly change and the tracking of allocated or available IP addresses increasingly complex. (2)

Secondly, providing DHCP services to dynamically assign and track these IP address pools to nodes, location or any

kind of device on the network is another function defining an IPAM solution.

The last key function of an IPAM solution is the management of IP name services. Using names instead of IP

addresses simplifies IP communication for humans. (2]

These features result in several requirements. In the context of a Bachelor Thesis, ERNW specified certain
requirements from a security perspective. These have been used to evaluate commercial IP Address Management
solutions from major vendors. All requirements can be found in Chapter 2. All IP Address Management Solutions
and the used test scenarios will be introduced in Chapter 3. Chapter 4 will provide all results that have been
achieved by evaluating all IPAM solutions and will provide an itemized statement of all requirements as well as the

corresponding fulfillment.
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DEFINITION OF REQUIREMENTS

The comparison of IPv4 and IPvé clarifies that not only IPvé address assignment has become more complex, but also
the distribution of additional information such as the default gateway, DNS information or the Maximum
Transmission Unit result in a multitude of different requirements. These have to be met from an IP address
management solution in order to ensure not only a certain security standard, but also a centralized management in
corporate networks. The tracking of different addresses supported by an IPvé device discovery, integrating in an
existing network infrastructure and monitor deployed services such as DNS and DHCP, either by an own
appliance or with other instances are just minor requirements to an IP address management solution. It is
obvious that certain requirements had to be elaborated and divided into various categories. In the following sections,
a description of different requirement is given, which must be met by an IPAM solution to provide certain security
standards, or other requirements that are supporting, but not essential needed features, providing abilities for day-

to-day IP administrative tasks.

Mandatory Requirements

IPv6 temporary addresses that expire after a certain lifetime provide unquestionable privacy to the host (and user]
and moreover, they hide information that otherwise can allow targeted attacks, for instance a wide-scale Internet-
scale hit list. (3)

Not only from an administrative perspective it is advantageous to track such addresses and thus providing an
overview of all hosts in the network, but moreover and more important from a security perspective. Tracking
addresses with certain lifetimes helps identifying malicious hosts and users as well as helping preventing (further)
attacks. An IP address management must provide a centralized management platform combining administrative -
and network forensic features and must implement features that allow the tracking of all dynamic address
assignments by polling the neighbor cache from network devices. Due to security issues like unencrypted traffic,
full support of the Simple Network Management Protocol (SNMP) version 3 must be given for this task. An IPAM
solution must also provide the possibility to display the connected switch port including the device’s name or Cisco
Discovery Protocol (CDP) -type info for all addresses. As dynamic address assignments can either be stateful,
stateless or static, an IPAM solution must implement a function to easily identify systems that have various address
types. Sorting all different types of addresses must be also supported. As last mandatory requirement, all addresses

must be displayed in RFC 5952 compliant manner. [4]
The following list will give an overview about all mandatory requirements: [5]

Track all dynamic IPv6 address assignments by polling the neighbor cache from network devices
Support of SNMPv3

Display connected switch port including devices’ names or CDP type info for all addresses

Sorting addresses according to their categories

Full support of RFC 5952

Recommended Requirements

As already introduced, an IP address management also defines the management of IP inventory, including the
allocation of private or public IPv6 address space. Furthermore, an IPAM solution should not only provide a
centralized management for DNS and DHCPvé services deployed by its own appliance, but moreover, it should
integrate into an existing IPvé network infrastructure and should provide monitoring functions for the above

mentioned services deployed by other instances.
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The following list provides an overview over all recommended requirements:

B Management of IP address inventory including the allocation of private and public IPvé address space
B [ntegration into existing network infrastructure and provide monitoring capabilities of existing deployed service
like DNS and DHCP

Optional Requirements
As alternatives for existing functional requirements, the following optional requirements have been specified:

B Support other methods than SNMP to gather neighbor cache information by accessing network devices or single
hosts via Secure Shell (SSH) and execute appropriate “show” commands

B Ability to easily identify systems that have several types of addresses. For instance static assigned and stateless
auto-configured addresses

B Ability to display addresses in other formats, in reports or exported files (e.g. Comma Separated Values (CSV)
files)
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IP ADDRESS MANAGEMENT SOLUTIONS

The selection that led to the IP Address Management solution introduced below is based on two recommendation

whitepapers by Gartner and Forrester, both information technology research and advisory companies. [6], [7]

Alcatel Lucent VitalQIP

With their “runlP” IP address management solution, Alcatel Lucent VitalQIP offers a centralized management
solution with built-in DNS and DHCP services, and additionally the possibility to manage and monitor existing “runlP
Management Stations” deploying DNS and DHCP. The runIP appliance and the runlP Management Stations are
available in a physical and a virtual format and are shipped with the required TCP/IP configuration preconfigured.

Alcatel claims to be “in step with IPv6”. [8]
Evaluated Version

B VitalQIP-8_0PR2

BlueCat Networks

BlueCat offers an IP address management solution ("Proteus”) in both formats, physical as well as virtual. With this
IPAM solution, BlueCat provides the possibility to manage not only Windows DNS and DHCP services, but also
services deployed by its own “Adonis” appliance, also either physical or virtual. BlueCat Networks claims to provide

full support for IPv6. [9]
Evaluated Version

B Proteus (IPAM appliance): 4.06-213.GA.bcn
®  Adonis (DNS, DHCPvé appliance): 7.0.0-247.GA.bcn

BT Diamond

BT Diamond offers a software-based IP Address Management solution that can either be installed on a Windows or

Linux operating system, as well as on its own Sapphire hardware appliances and claims to provide support IPvé. [10]
Evaluated Version

® |PControl Version 6.0

Infoblox

Infoblox provides an IP address management that allows managing of existing network infrastructure (DNS and
DHCP services deployed by Microsoft servers) and additionally, deploying DNS and DHCP services by its own
appliance. In contrast to BlueCat, Infoblox offers all IPAM related functions as well as the deployment of DNS and
DHCP services in a single solution, either in a physical or virtual format. Like BlueCat Networks, also Infoblox claims

to provide full support for IPvé. [11]
Evaluated Version

® NIOS6.10
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Men&Mice

Offers a software-based IPAM solution that overlays existing DNS and DHCP services in Windows or Linux
environments. DNS and DHCP services can also be deployed with an own appliance provided either in hardware or

virtual format. Men&Mice claims to support both protocols. [12]
Evaluated Version

B Men&Mice Suite 6.6

IP Address Management Windows Server 2012R2

With its Server 2012R2 operating system, Microsoft provides a built-in IP address management solution that allows
the allocation of IPvé address space as well as managing DNS and DHCP services from other Microsoft server
instances. On their TechNet website, Microsoft claims to provide support for stateless IPv6 address utilization

monitoring. [13]
Evaluated Version
B Built-in IP Address Management in Windows Server 2012R2

The IPAM solutions from Alcatel, BlueCat Networks, and Infoblox have been virtualized with the latest version of the
VMWare Player (as state of 09/2014). For the software-based IPAM solution from BTDiamond, a Windows Server
2008R2 operating system has been setup, also virtualized with the VMWare Player. The software-based IP Address
Management solution from Men&Mice has been installed on the Windows Server 2012R2, also providing DNS and
DHCPv6 services. For the built-in IPAM solution from Microsoft, a second Windows Server 2012R2 has been setup

and also virtualized with the VMWare Player.

Testing Scenarios

As dynamic IPvé address assignments can either be stateful or stateless, different testing scenarios had to be

deployed one for each case.

Test Scenario 1: Stateful Address Auto-configuration

In the first testing scenario, a stateful message exchange is used. In this case, hosts obtain their IPvé address as
well as other configuration either from a Microsoft DHCPvé server or deployed from an own appliance from the
corresponding IPAM solution. In order to inform all clients to get their addresses from the DHCPvé server, the

Managed-Flag has been set in the router advertisement.

Test Scenario 2: Stateless Address Auto-configuration

In the second testing scenario, all clients generate their addresses through stateless address auto-configuration
(SLAAC]) with information provided in router advertisements. Additional information such as DNS related information
are distributed through a DHCPvé server. For this reason, the Other-Config Flag has been set in the router

advertisements.

Clients

In times of Bring your own device (BYOD), networks do not consist of a single type of operating system anymore.
Such heterogeneous network environments usually consist of various systems. For this reason, the following clients

have been used in order to provide as much market coverage of operating system as possible:
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Windows 8.1 Professional
Windows 7 Professional N
Kali Linux, (Kernel: 3.12)
Mac 0S X Mavericks (10.9)

All operating systems are based on a 64-bit architecture and have been patched with the latest updates (state of
09/2014). All Windows clients have joined the Windows domain deployed by a Windows 2012R2 Domain Controller.

Layer-2 and Layer-3 Network Devices

Polling the neighbor cache from network devices, specified as a mandatory requirement in Chapter 2, requires a

Layer-3 network router. For this reason, the following router has been used:
B Cisco 1921 Layer-3 Network Router
Connecting all components to the same link, the following Layer-2 switch has been used:

B (Cisco Catalyst 3560-CG Layer-2 Switch
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4 RESULTS
4.1 Alcatel Lucent QIP
4.1.1 Stateful Address Auto-configuration

After the virtual machine of the Alcatel IPAM solution has been installed and initially configured on the system, the
solution can be accessed through a web interface. The solution offers the possibility to allocate IPvé pools, blocks
and ranges. Figure 1 indicates a created IPvé range. The dropdown menu does not allow selecting a preferred
DHCPv6 server to dynamically assign the network range. Figure 1 also shows the missing DHCPvé server.

&7 *Range | ) Addresses | ) DHCP Optio... | ) DHCP Polic...

Range Properti...
*Name: | IPv&-Range | *Subn... | 2001-db8:c001:/56 (testBlockIPvE Eﬂ
*Start Addre... | 2001:db8:c001: |Jpreferreaistandaione DHCP serv... | v ]
*Prefix Leng... |64 8 Redundant DHCP Server:
Range Type: [R&ce{v v ] DHCP Option Template [ i i v ]
Address Selection: [Next Availa... v ]

Figure 1 Missing DHCPvé server Alcatel Lucent QIP

In order to deploy the IPv6 network range, a DHCPv6 server had to be configured. But also by adding a DHCP server,
a domain name could not be selected from the corresponding dropdown menu as indicated by Figure 2.

8 * DHCP Server IE Policies " . Ranges H - Active Lease " DUID " /% Client Class... ]

Server Information

*Domain Na... | gipdhcp | v I *Type: | ALU DHCPVE ... v l
V6 Address: | 200 b8:85a3:00 J.8a2e:0370:7334 Q /4 Address: [ 172.26.8.152

Server Paramet...

# Managed Range Organization
* Default Directory lopt/gip/dhcpve
# Debug Information
Dynamic MDHCP Update False
o RemoteSeverPoy — [ |
@ Scheduled Automatic Updates None

Figure 2 DHCPvé server Alcatel Lucent QIP

Adding and configuring of a domain controller also required a domain name. As no domain name could be added to
the solution, a domain controller could not be configured and deployed. Figure 3 shows a missing domain name in

the dropdown menu. Due to these issues, the IPv6 network range shown in Figure 1 could not be assigned and the
virtual appliance will not be further examined using stateful auto-configuration.
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J &> * Domain Controlier I Manage Sit... " Reports I

Server Properties

Server Address:| 172.26.8.152 *Server Type: [ WINDOWS 2000 . |

*Host Na... l gipappliance.ipam-lab.com | I'Domain Na... 8 ‘:’

Server Paramet...

Na...

# Secure LDAP

* Active Directory Domain Name
* User DN

* Password

# Scheduled Automatic Updates

Figure 3 Missing Domain Name Alcatel Lucent QIP Domain Controller

The IPAM solution offers a reporting function that allows exporting data in either a Hyper Text Markup Language
[HTML]or Portable Document Format (PDFJformat. Figure 4 shows the missing option to export IPvé related data.

=
3 Refresh ) Reports I
=14 Address Allocation

[+ g Block IPV4 - Subnet Usage Report
P EE Pcol
. [+, Rule Parameters
B 9 Address Management
- =g IPV4
i : Object Info * Network Search
i Subnet Info * Siat ;
I 4 "[Subnet Usage] e ree &
- DHCP *CIDR 8 .
[+ DNS )
' Infrastruct
Ehg fnirasiniciure Report Formats
" pdf ®htm

Figure 4 Report function with missing IPvé data selection

Stateless Address Auto-configuration

As described in section 3.7.2, hosts generate their interface identifier based on information provided in router
advertisements. Besides the regular IPvé address that may either be randomly generated or EUI-64 addresses,
hosts generate a second “temporary” IPvé address called “Privacy Extension”. Tracking such addresses requires
polling the IPvé neighbor cache from network devices. But as the IPAM solution offers no possibility to poll any

neighbor cache by using SNMP, the solution will not be evaluated further.

Summary

With the IPAM solution provided by Alcatel, no dynamic IPvé addresses could be assigned. Furthermore, as SNMP is
not supported, the solution offers no possibility to poll any neighbor cache from network devices. Hence, addresses
assigned through stateless auto-configuration cannot be tracked. Due to the issue that no domain controller and
DHCP server could be deployed, a created network range could not be allocated. Identifying systems with various
address types is not supported for this reason. Moreover, exporting IPvé related data is not supported. IPv6

addresses are displayed in RFC 5952 compliant manner and can be assigned through IPvé pools and subnets.
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4.2 BlueCat Networks

4.2.1 Stateful Address Auto-configuration - DHCPvé with Adonis appliance

Deploying stateful address auto-configuration with Adonis requires certain steps. First, an IPvé block has to be set
up. Inside this block, a network has to be allocated and another DHCPv6 range has to be defined inside this network.
After this configuration is completed, a DHCPvé role has to be assigned to the Adonis appliance. Once the
deployment of the DHCPvé server has completed successfully, active deployed leases are listed in the interface as

Figure 5 indicates.

DHCPvV6 Leases History

Active IP Address 2
2001:DB8:C001:CAFE::22

Lease Time
18.08.2014 17:29:40

Expire Time
19.08.2014 17:29:40

2001:DB8:C001:CAFE::
2001:DB8:C001:CAFE::
2001:DB8:C001:CAFE::
2001:DB8:C001:CAFE::
2001:DB8:C001:CAFE::
2001:DB8:C0O01:CAFE::

23
2B
35
39
3E
40

18.08.2014 15:44:20
18.08.2014 17:33:59
18.08.2014 15:44:10
18.08.2014 15:45:33
18.08.2014 16:06:32
18.08.2014 15:43:04

19.08.2014 15:44:20
19.08.2014 17:51:29
19.08.2014 15:44:10
19.08.2014 15:45:33
19.08.2014 16:06:35
19.08.2014 17:29:38

Figure 5 Active DHCPv6 Leases

All active IPv6 addresses are displayed and can be sorted ascending or descending. Figure 6 shows all active IPv6

addresses.

Addresses
New ¥ | Action ¥

Active IP Address - Interface ID

L‘ 2001:DB8:C001:CAFE:: 0000:0000:0000:0000
a 2001:DB8:C001:CAFE::22 0000:0000:0000:0022
a 2001:DB8:CO001:CAFE::23 0000:0000:0000:0023
f’g 2001:DB8:C001:CAFE::2B 0000:0000:0000:002B
a 2001:DB8:CO01:CAFE::35 0000:0000:0000:0035
a 2001:DB8:C001:CAFE::39 0000:0000:0000:0039
8 2001:DB8:C001:CAFE::3E 0000:0000:0000:003E
a 2001:DB8:C001:CAFE::40 0000:0000:0000:0040

Figure é Active IPv6 addresses

Furthermore, the solution also provides the possibility to get a summarized view with additional information, for
instance such as the DUID, by selecting an address deployed through DHCPvé. With the DHCPvE Unique Identifier
(DUID), nodes identify themselves to servers and vice versa. [14] With this unique identifier the corresponding MAC

addresses can be derived. Figure 7 shows the summary page of a selected IPvé address.
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General

Object ID: 68

Name:

State: DHCP Allocated

Client DUID:  00-01-00-01-1B-63-D0-9A-8C-29-37-E5-AD-EQ
Client IAID: 00-00-00-00

Lease Time: Aug 18, 2014 5:29:40 PM

Expire Time: Aug 19, 2014 5:29:40 PM

Figure 7 Summary of an allocated IPvé address

Using Windows as DHCPvé Server

With their DDW [DNS and DHCP for Windows] software, BlueCat Networks also offers an overlaying IPAM solution
that allows the management of DNS and DHCP services deployed by a Windows server. After several inquiries to the
support of BlueCat Networks, It was recommended not install and use the software. Because of the beta-stadium of

the software, this component of the IPAM solution offered by BlueCat will not be further examined.

Stateless Address Auto-configuration

IPvé devices that generate their interface identifier by using stateless auto-configuration are required to be clearly
distinguished from identifiers assigned through stateful auto-configuration. For this reason, BlueCat does not only
provide displaying stateful assigned leases as described in Chapter 4.2.1, but it also implements an IPvé device
discovery named Reconciliation Policy, which can either be used manually, or automatically with a task scheduler.
Once this policy has been configured and started, it polls the neighbor cache form added network devices by using
the Simple Network Management Protocol. Although the policy initially uses SNMPv1, SNMPv3 is also supported.
Figure 8 shows all addresses from the neighbor cache polled from an Open Systems Interconnection [0S/ Layer-3
network device. All IPv6 addresses from all clients used in the evaluation are listed in the “IPv6 Reconciliation”

section including also temporary addresses.
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Figure 8 Reconciled IPvé addresses

Action ¥

[ IP Address MAC Address
(] @ 2001:DB8:C001:CAFE:E568:672D:4380:E20E 08-00-27-A7-89-E7
(] ‘@ 2001:DB8:C001:CAFE:B850:1A7B:4E40:ABC3 00-30-48-D4-52-D0
(] @ 2001:DB8:C001:CAFE:CF7E:56F4:2176:6FD9 1C-AF-F7-E3-45-2D
(] @ 2001:DB8:C001:CAFE::2 1C-1D-86-69-C9-41
(8] ‘@ 2001:DB8:C001:CAFE::3 00-0C-29-61-3D45
(] @ 2001:DB8:C001:CAFE:211:6BFF-FE73:8653 00-11-6B-73-86-53
(] ‘@ 2001:DB8:C001:CAFE:215:5DFF:FE08:9703 00-15-56D-08-97-03
(] @ 2001:DB8:C001:CAFE:A00:27FF:FE3B:BE54 08-00-27-3B-BE-54
(] @ 2001:DB8:C001:CAFE:3971:6712:454D:2E88 A0-48-1C-DC-97-66
(] ‘@ 2001:DB8:C001:CAFE::1 F0-F7-55-7TF-BD-E1
(] @ 001:DB8:C001:CAFE 44394405 ECEA 2263 00-15-5D-08-97-02
(] @ 2001:DB8:C001:CAFE-81F4:2BES:7717:DA4 00-11-6B-73-86-53
(] ‘@ 2001:DB8:C001:CAFE:95E7:1521:6BE9:16AD 00-15-5D-08-97-02
(] @ 2001:DB8:C001:CAFE:2C6A-EF95:691B:F080 1C-AF-F7-E3-45-2D
(] ‘@ 2001:DB8:C001:CAFE -A566:5EEF:E821:1B4C 00-15-5D-08-97-01
(] @ 2001:DB8:C001:CAFE:B93F:33D3:23E1:6FC1 00-15-5D-08-97-01

By selecting an address, a summary page opens showing all additional information discovered by the reconciliation

policy including the connected router port, the client is connected to, first and last detection as well as the MAC

address of the device. Figure 9 shows a summary page of a discovered device.

IP Address:

Type:

Reconciliation Result:
First Detection:

Last Detection:
FQDN:

MAC Address:
Configuration ID:

Network:
Overridden:

Connected Router Port:
Connected Switch Port:

Proteus Discovery State:
Time Since First Detection:

2001:DB8:C001:CAFE:CFTE:56F4:2176:6FD9
Unknown

Not Reconciled

18.08.2014 15:47:50

18.08.2014 23:06:39

1C-AF-F7-E3-45-2D
5
2001:DB8:C001:CAFE::2 ( ipam_ipv8_switch ) - 10 ( Vlan10 )

2001:DB8:C001:CAFE::/64
No

Not Allocated

7 Hour(s) 18Minute(s)

Figure 9 Summary Page Reconciled Address

The Proteus appliance (BlueCat IPAM appliance] also provides a reporting function, which allows exporting all data

in a CSV file. Figure 10 shows an extract from all polled IPvé addresses exported as CSV file including several

information such as the MAC address and the connected router port.
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IP Address MAC Address First Detection Last Detection Connected Router Port

2001:DB8:C001:CAFE:E568:672D:4380:E20E 08-00-27-A7-89-E7 18.08.2014 23:06:3¢ 18.08.2014 23:06:3¢ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:B850:1A7B:4E40:ABC3 00-30-48-D4-52-D0 18.08.2014 15:47:5( 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::2 ( ipam_ipv6_switch ) : 10 ( Vlan10)
2001:DB8:C001:CAFE:CF7E:56F4:2176:6FD9 1C-AF-F7-E3-45-2D 18.08.2014 15:47:5( 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::2 ( ipam_ipv6_switch ) : 10 ( Vlan10)
2001:DB8:C001:CAFE::2 1C-1D-86-69-C9-41 18.08.2014 16:09:3€ 18.08.2014 23:06:3¢ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1 )
2001:DB8:C001:CAFE::3 00-0C-29-61-3D-45 12.08.2014 17:57:3118.08.2014 23:06:3€ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1 )
2001:DB8:C001:CAFE:211:6BFF:FE73:8653 00-11-6B-73-86-53 18.08.2014 23:06:3¢ 18.08.2014 23:06:3¢ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:215:5DFF:FE08:9703  00-15-5D-08-97-03 18.08.2014 23:06:3€ 18.08.2014 23:06:3¢€ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:A00:27FF:FE3B:BE5S4  08-00-27-3B-BE-54 18.08.2014 23:06:3€ 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:3971:6712:454D:2E88 A0-48-1C-DC-97-66 18.08.2014 19:07:37 18.08.2014 23:06:3€ 2001:DB8:CO01:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE::1 FO-F7-55-7F-BD-E1 18.08.2014 15:47:5( 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::2 (ipam_ipv6_switch ) : 10 ( Vlan10 )
2001:DB8:C001:CAFE:4439:4405:ECEA:2263 00-15-5D-08-97-02 18.08.2014 17:19:0Z 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1 )
2001:DB8:C001:CAFE:81F4:2BE8:7717:DA4 00-11-6B-73-86-53 18.08.2014 23:06:3¢€ 18.08.2014 23:06:3¢ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:95E7:1521:6BE9:16AD 00-15-5D-08-97-02 18.08.2014 23:06:3¢ 18.08.2014 23:06:3€ 2001:DB8:C001:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:2C6A:EF95:691B:FO80 1C-AF-F7-E3-45-2D 18.08.2014 19:07:3718.08.2014 23:06:3€ 2001:DB8:C001:CAFE::2 ( ipam_ipv6_switch ) : 10 ( Vlan10)
2001:DB8:C001:CAFE:AS66:5EEF:E821:1B4C 00-15-5D-08-97-01 18.08.2014 23:06:3¢€ 18.08.2014 23:06:3€ 2001:DB8:CO01:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)
2001:DB8:C001:CAFE:B93F:33D3:23E1:6FC1 00-15-5D-08-97-01 18.08.2014 15:47:5( 18.08.2014 23:06:3€ 2001:DB8:CO01:CAFE::1 ( Router ) : 3 ( GigabitEthernet0/1)

Figure 10 CSV Export Reconciled IPvé Addresses

Summary

BlueCat Networks provides an IPvé6 IP address management solution that supports both, stateful as well as stateless
address auto-configuration. Deploying DHCPvé with the Adonis appliance allows displaying all leases and the
corresponding addresses in the management interface including showing additional information such as the DUID
from an IPvé device. Configuring and running the reconciliation policy discovers addresses that have been assigned
through stateless auto-configuration. The possibility to display all active deployed leases offers the opportunity to
sort addresses according to their categories. Each address on the neighbor cache of network device is polled via
SNMP and listed in the management interface. This allows |IPvé6 addresses to be tracked either with stateless -
and/or stateful auto-configuration with DHCPvé. BlueCat also supports SNMPv3 for this task. Furthermore,
information provided in a summary page of reconciled IPvé devices includes the MAC address of the device as well
as the connected router and switch port. All addresses are displayed in uppercase letters. Searching for IPvé
addresses is supported in RFC 5952 compliant manner though. The solution also provides a reporting function,
allowing exporting all data as CSV files. Furthermore, the solution offers an IP address inventory that allows

allocating private and public address space and blocks in a hierarchical structure.

BT Diamond

Stateful Address Auto-configuration

The initial configuration dialog indicated by Figure 11 allows choosing between different vendors in a dropdown
menu. After Windows 2008 DHCPvé was chosen, the radio button, which is required to be checked in order to add the

DHCPvVé6 version, deactivates.

Add DHCP Server

General | Configuration Extensions

Name ‘ WinServer2008R2.ipam-lab.com |

TP Address [ 2001:dabb:ad00:cafer:1 |

Product Name [ Microsoft 2008 DHCP =l

DHCP Version ¢ DHCPv4 ¢© DHCPv6 ¢ Both DHCPv4/v6

Agent [Executve Agent =

Default Scope Utilization ‘ |
‘Warning Threshold

Include during Global [~
Synchronization Task

Start Script ‘ |

End Script ‘ |

e )

Figure 11 Missing DHCPVé option in BT Diamond DHCP server configuration dialog
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The solution offers the opportunity to create IPvé blocks and network elements. Inside these allocated blocks, no
more sub networks can be assigned. The solution does not provide any functions to allocate private and / or public

IPv6 address space. Figure 12 shows an allocated IPvé6 block with the missing option for further assignments.

|F’CO[‘I|:['O|W| # MANAGEMENT ~REPORTS TOOLS

Tasks | Alerts

€ 1nConwol Block: InControl - Container: InControl

(#-{Z3) 2001:db8:c001:cafe::/64
Block Size Status Usable
InControl 0
[ | Search
B4 =
Block Size Status Name Container
2001:db8:c00 1:cafe:: BZ e Aggregate 2001:db8:c001:cafe:: /64 InControl
eI

Figure 12 BT Diamond IPvé block in control

Additionally, the created IPvé block is not listed in the overview of the solution as indicated by Figure 13.

IPControl”

IP Address Planning and Management System

Version 6.0 Build 57

Address Block Information:

Current Public IPv4 Space: 0

Current Private IPv4 Space: 0

Current total IPv4 Space: 0
Maximum Allowed IPv4 Space: Unlimited

Current Number of IPv6 /64 Blocks: 0
Maximum Allowed IPv6 /64 Blocks: 4.294.967.296

Figure 13 Missing IPvé address block information BT Diamond IPControl

The solution also offers the capability of exporting all blocks in the following formats: CSV, PDF, XML and as a
spreadsheet in the Microsoft Office Excel format. Although an IPvé6 block has been created and exported, no data was
listed in any of the above-mentioned formats. Figure 14 shows all formats available to export data.

@B ¢ Logout @
eport: T B B
ofo M 4 110f0 » M Show: [10 =
Dynamic Days P Container | User Defined
ing Remaining Version Fields

ofO M 4 110f0 » M Show: [10 =

Figure 14 Export formats BT Diamond IPControl
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4.3.2 Stateless Address Auto-configuration

The software-based solution from BT Diamond provides a discovery manager to poll information from network
devices. This requires adding network elements such as router to the management of the IPAM solution. The
following screenshots indicates an added Cisco router with an IPvé address as such a network element. Figure 15

shows that support of SNMPV3 is also supported by the solution.

Edit Network Element

Name | 1pAM-IPV6_test/7

Description

1P Address | 2001:db8:c001:cafe::1 |

Element Type [Router

Vendor [ Cisco Systems

B b

Model [ Cisco 1900 ISR Router

SNMP sysName

SNMP sysDescr
SNMP sysLocation
SNMP sysServices 0

Telnet Username | incadmin

Telnet Password I caaveEE |

Enable Password I I

SNMP Version V1 V3

SNMP Read Community String I ipam_ipvé

Figure 15 IPvé Network Element

Although network elements with IPvé addresses can be added to the discovery manager, the solution only provides
support to poll information such as the Address Resolution Protocol [ARP] cache from network devices with IPv4
addresses. Polling IPvé related information such as the neighbor cache is not implemented. Figure 16 shows all
available options that can be chosen to gather information from network devices in which the support for polling an
IPvé neighbor cache is not included.

Discovery/Collector Task Definition

Task Type | — Please Select — v

--- Please Select —
Collect DHCP Utilization
Discover Router Subnets
Submit [ cancel | Discover Switch Ports
o Discover Subnet Hosts
Global Utilization Rollup
Global Synchronization of DHCP Servers
Global Synchronization of Network Elements

When to run task

Figure 16 Discovery Manager BTDiamond

4.3.3 Summary

BT Diamond provides an overlaid software-based IPAM solution, which does not fulfill any of the mandatory
requirements. Executive agents running on the Windows Server can only be configured with IPv4 addresses. For this

reason, network devices with IPv6 addresses cannot be contacted to poll any IPvé information, for instance the
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neighbor cache from these devices. As described in section 4.3.1, the solution provides the possibility to allocate IPvé
blocks but no more assignments such as IPvé ranges and sub networks can be performed. An implemented function
allows exporting data in various formats. Although an IPv6 block has been created and exported, no data was

displayed. The address of the IPvé block is displayed in RFC 5952 compliant manner.

Infoblox

The DDI (DNS, DHCP and IPAM] appliance from Infoblox allows deploying DNS and DHCPvé servers as well as adding
additional servers such as Microsoft servers to the management of the appliance. In the following, two scenarios are

described:

B Stateful address auto-configuration via DHCPvé with Microsoft 2012R2 server
B Stateful address auto-configuration via DHCPvé with DDI appliance

DHCPvé with Microsoft Windows 2012R2 Server

The DDI appliance allows managing DNS and DHCP services from added Microsoft servers. Figure 17 indicates an
existing IPv4 DHCP scope on the Microsoft server and a static IPv6 network range. The existing DHCPvé scope on the

server is not listed.

Infoblox 5 Dashboards  [MDSCUTAUECERRNIEN  smartfolders  System  Administration

DNS  File Distribution

[ETTITH orvers leases PvéFilters OptonSpaces  Fingerprints  Templates.

| networks [ e )

Quick Fiter| None v ‘ E | showFiter
o

>l O A

Comment 1Pv4 DHCP Utiization Site.
0.0% (0/0)

Figure 17 Missing DHCPVé utilization

The DDI appliance also provides DNS information about existing zones from Microsoft servers added to the
management of the appliance. Existing zones with corresponding A and AAAA records can be displayed by expanding
the zone. This allows tracking of dynamic assigned addresses from hosts registered in DNS zones deployed by a
Microsoft server. According to the used clients, all Windows clients are listed with the dynamic IPv6 address.
Temporary addresses are not listed. Furthermore, clients that have not joined the Windows Domain such as Mac0S

X as well as Debian clients are not listed. Figure 18 shows all records from the expanded zone.

20



o-(®) ERNW

providing security.

4.4.2

o]

Name Server Groups

Shared Record Groups  Blackiist Rulesets.

Servers Home > win2012r2vm.ipam-lab.com
ipam-lab.com  Autnertiative Zone @ /B

Records [Tl

Name -
_msdcs.
domaindnszones.
domaindnszones.
domaindnszones.
domaindnszones
forestanszones
forestanszones
forestdnszones
forestdnszones
win2012r2vm
win20122vm
win2012r2vm
winfvm

win?vm

wingvm

wingvm

NS Record

A Record
AAAA Record
AAAA Record
AALL Record
A Record
AAAA Record
AAAA Record
AAAA Record
AAAA Record
AAAA Record
A Record

A Record
AAAA Record
A Record
AAAA Record

| ShowFiter ‘s Tougle flatview

win2012r2vm.ipam-lab.com
192.188.2.107
2001:db3:1986:1235:3445:db47 b0c4 eble
2001:d5:1986:1234:1
2001.db8:1986:1235::1

192.168.2.107
2001:d08:1986:1235:8445:db47:b0c 4 eble
2001:d8:1986:1234::1
2001:db3:1986:1235::1
2001:db3:1986:1235:3445:db47 b0c4:eble
2001:db3:1986:1235::1

192.168.2.107

192.168.2.119
2001:db8:1986:1235:86b:a388:32cc:c3e0
192.168.2.121
2001:db3:1986:1235:2a20:315d:fod4:b9cd.

Figure 18 DHCPvé host records

DNSB4 Groups.

MS Delegation Addresses
182.168.2.107 2001:bB:1985:1235:8445:db47:b0c4:eb.

- EO- RS

Comment Stte
Auto-created by Add NS

Auto-created by Add Zone
Auto-created by Add Zone
Auto-created by Add Zone

By selecting the DNS Tab in the management interface, the solution lists all DNS entries of the Microsoft DNS

server. Figure 19 indicates all addresses that have been assigned through stateless auto-configuration. Clients

Name Server Groups

Servers Home > win2012r2 ipam-lab.com

using EUI-64 interface identifier are not listed.

Shared Record Groups Blacklist Rulesets

ipam-lab.com  Aunoriaivezone @ @

Records ‘Subzones

P ra—

|::GQ: )

Type
test-host AAAA Record
test_ipve_
testdevice

AAAA Record
AAAA Record

| Show Fitter

Data

2001:db8:1986:1234::1
2001:do8:c001 cafe:dabb:ad00::
2001 :dabb:ad00:1987

= Toggle flat view

DNS64 Groups

MS Delegation Addresses

*- BO- RS

Comment Site

testdevice AAAM Record

2001:dabb:ad00:1986:1234:5678:8765:4321

testhost_rfc_5952
win2012r2
win2012r2ipam A Record
win2012r2ipam
win2012r2vm A Record
winT-ipam A Record
win7-ipam AMAA Record
winB-ipam A Record
wing-ipam
winserver2012ipam A Record
winserver2012ipam
winserveripam A Record
AAAA Record

AAAA Record
AAAA Record

AAAA Record

AMAA Record

AAAA Record

winserveripam

2001:db8:102

2001 :dabb:ad00:1986:38ed:§086 c4c7 :Bb0c
172.26.8.150

2001 dabb:ad00:1986:2c6a ef85:691b:f080
182.168.2.107

172.26.6.156
2001:dabt:ad00:1986 8567 :1521:6bed:16ad
172.26.8.158

2001 :dabb:ad00:1986:a566 Seef 8821 1bdc
172.26.8.150

2001 dabb:ad00:1986:51a6:55ee:858:1101
172.26.8.150

2001 0:1986:c082:cc15:

Auto-created by Add Zone

Auto-created by Add Zone

Figure 19 DNS records Microsoft DNS server

DHCPvé DDI appliance

In the second scenario, the DDI appliance has been setup as a grid master and used to deploy DHCPvé. For this

reason, a DHCPvé6 range has been configured inside the already existing static IPvé network and assigned to the grid

21
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master. All active leases deployed from the grid master’'s DHCPvé server including all clients are shown in Figure 20

Active leases deployed by DDI appliance With the DUID, not listed MAC addresses from nodes can be inferred.

| Current Leases TR

Quick Filter | None v | Show Filter
Goto Go Bl &
: { s - [Fostame —— ]
B infoblox.ipam.com Apple MacOS Lion/Fedora Linux

] 1Pv8 infoblox.ipam.com 27:7¢f:a3 Apple MacOS Lion/Fedora Linux

B 1Pv8 infoblox.ipam.com 20:48:1:dc:97:66 Microsoft Windows 7/Server 2008 Patrick-PC.ipam-lab.com”

[T/ 2001:db8:c001:cafe:8980:7b4b:75:8:3e87 IPVE infoblox.ipam.com 53:87:08:00:27:a7:88:67 Microsoft Windows 7/Server 2008 "PENTESTvm?.ipam-lab.com"

[T]| 2001:0b8:c001:cafe:ag87:670d:1944:887¢  IPvS infoblox ipam.com 1:00:01:tacee:46:b5:00:15:50:08 Microsoft Windows 7/Server 2008 "Wing-ipam.ipam-lab.com”

[7]| 2001:db8:0001 cafe:e219:be1e808:8d20 IPV6 infoblox.ipam.com 1:18:73:56:68:00:15:50:08:97.02 Microsoft Windows 7/Server 2008 "Win7-IPAM.ipam-lab.com”

[F]| 2001:db8:c001:cafe:9e72:aM5 de44:42¢ 1Pve infoblox.ipam.com 1:1b:4b:df:17:08:00:27:8b:51:1¢ No Match

[7]| 2001:db8:c001:cafe:9dc5:24d4:3fe7-ca03 1Pv8 infoblox.ipam.com 1:18:08:c8:6£14:10.9F 65 1d:07 No Match

[/ 2001:db8:c001:ca flec:34ad:1e6d P8 infoblox.ipam.com 1:18:92:57:30.00:1¢:42.71.49:05 No Match win7VM.ipam-iab.com

[F]| 2001:db8:c001:cafe:b850:1a7b:4e40:abc3 IPVS infoblox.ipam.com 1:12:¢:80:10:00:30:48:44:52:40 No Match

[F]| 2001:db8:c001:cafe:ci7e:5614:2176:51d9 1Pve infoblox.ipam.com 00:01:00:01:1b:63:6d:51:10:60:4b:64:22:11 No Match Win2012R2IPAM ipam-lab.com”
[F]| 2001:db8:c001:cafe:cTac:bb2:5f1fc7bS 1Pv8 infoblox.ipam.com 00:04:b4:a8:1£:57:3(9b:2b:dc:3b:56:54:63.79:a1:57:37  No Match centos7.ipam-lab.com"

Figure 20 Active leases deployed by DD/ appliance

Network Insight

According to their documentation, Infoblox also offers another appliance that allows discovering IPv6 nodes on the

network including the following:

Routers

Enterprise Switches

Firewalls and Security Appliances
Load Balancers

Enterprise Printers

Wireless Access Points

VolIP Concentrators

Application Servers

End hosts

SNMPv3 is also supported for this task. Additionally, if an admin account and credentials are provided, the appliance
allows to login to devices via telnet or ssh and query or configure ports. The corresponding data of all discovered
devices is automatically loaded into the IPAM database of the DDI (DNS/DHCP/IPAM) appliance.

As the focus of this research project was on all IPAM related functions and appliances, the Network Insight

appliance has not been examined.

Summary

Infoblox provides a centralized management platform that also allows deploying DNS and DHCPvé services. Active
leases can be displayed with corresponding DUID, start and end as well as the host name. This allows sorting
address according to their category. Temporary addresses that have been assigned with stateless auto-configuration
are not listed in the management. All IPvé addresses are displayed in RFC 5952 compliant manner. Both solutions
also provide the possibility to export all addresses in a CSV format. If the Network Insight appliance is added to the
grid, all stateless IPvé addresses can also be tracked by configuring an IPv6 network discovery. All corresponding
data is loaded into the IPAM database and can be displayed in the management interface. If privacy extensions are

also listed could not be examined.
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4.5 Men&Mice

4.5.1 Stateful Address Auto-configuration

Men&Mice provides its own DNS and DHCP solutions, but it also supports other corresponding solutions like the

ones provided by Microsoft Windows server. In the following, both cases will be examined.

452 Using Microsoft Windows Server as DNS and DHCPvé Server

In this test scenario, the Men&Mice IPAM solution has been installed on a Windows DNS and DHCP server. After the
installation has completed and the Windows server has been added in the initial configuration dialog, the IP address
management suite shows an overview over all existing DNS zones and DHCP scopes of the Microsoft server added to
the management of the solution. Furthermore, an IP Address Range is shown which will be described later in this
chapter. Figure 21 displays all the DNS Zones as listed from the Windows Server including IPvé reverse and forward

lookup zones.

f& DNS Zones Zone Mame Athority Type
] % DHS Servers f; _mzdcs.ipam-lab. com. [AD Integrated - ipam-lab. com) b aster

% Win2l2Rz2. b [&D Integrated - ipam-lab. com] b agter

g IP Address Ranges f; ipam. [&D Integrated - ipam-lab. com] tdaster
@E‘ DHCP Scopes 2l 8.26172in-addr.arpa. [AD Integrated - ipari-lab. com) Master

= Q@ DHCP Servers f; £.8.91.004dabb.ad20.02ipE arpa. [aD Integrated - ipamn-lab. com) Master
@ winZl 2Rz f; 976543218bd01.002ipE arpa. [&D Integrated - ipam-lab. com) Master

= AD Sites
= iparn-lab. com
Dafault-First-Site-M ame

Figure 21 Overview of DNS Zones, as displayed by Men&Mice

In the Graphical User Interface displayed in the above figure, DNS zones can be expanded showing all A and AAAA
records in the zone from hosts registered in a DNS zone with the according timestamp. This allows IPvé addresses
to be tracked implicitly, as long as they have been assigned a DNS entry. The corresponding MAC addresses to in
Figure 22 displayed addresses are not listed. Moreover, no temporary IPv6 addresses are displayed. Hence, the

tracking of them is not possible.
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4 File Edit Tools Query Device Zone Window Help
EHCNE JCIEN

Master [win201212vm

Hostmaster: | hostmaster

Hame [TTL | Type | Data | Timestamp
i _Idap._tcp. Default-First-S GO0 SHY 0 100 389 win20122vmipan-lab.com. Aug 5, 20141200
i _go._tepiparmlab.com. GO0 SHY 0 100 3268 win2012r2vmiipann-lab.com. Aug 5, 20141200
i _ketberos._tep parn-lab. GO0 SHY 0 100 88 win20122vmipan-lab.com. Aug 5, 20141200
i _kpasswd._tepipar-lab. GO0 SHY 0 100 464 win20122vmiipann-lab.com. Aug 5, 20141200
i _Idap._tep iparelab corm. GO0 SHY 0 100 389 win20122vmipan-lab.com. Aug 5, 20141200
i _kerberos._udp ipam-lab GO0 SHY 0 100 88 win20122vmipan-lab.com. Aug 5, 20141200
i _kpasswd._udp ipam-lab GO0 SHY 0 100 464 win20122vmiipann-lab.com. Aug 5, 20141200
i DomainDnsZaones. ipam-. GO0 A 192.168.2.107 Aug 5, 2014 16:00
_ DomainCinsZones ipar . 600 LT 20071:d8:1986:1234::1 Aug 5, 20141200
i _Idap._tcp. Default-First-< 600 SRV 0 100 383 win20 2i2vm.ipan-lab.com. Aug b, 2014 1200
i _Idap._tcp.DomainDinsZs 600 SRV 0 100 383 win20 2i2vm.ipan-lab.com. Aug b, 2014 1200
i ForestDnsZones. iparm-lal 600 A 192.168.2.107 Aug b, 2014 16:00
_ ForestDneZones iparlat 600 AbbS, 2001:d8:1986:1234:1 Aug b, 2014 1200
i _Idap._tcp. Default-First-< 600 SRV 0 100 383 win20 2i2vm.ipan-lab.com. Aug b, 2014 1200
i _Idap._tcp ForestDnsZor 600 SRV 0 100 383 win20 2i2vm.ipan-lab.com. Aug b, 2014 1200
~win2M2i2vmipan-lab oo 1200 I3 192.168.2.107
WINPT ipanlab com. 1200 & 192.168.2119 g 10, 2014 1500
_WINEYM iparlab com. 1200 & 1592.168.2.121 g 10, 2014 1500
| ipamlab.com 600 AL 2001:db8:1386:1235::1 g 10, 2014 1500
| ipamlab.com 600 AL 2001:db8:1386:1235:8445 db4 7:blc4: eble g 10, 2014 1500
| DomainDnsZones. ipar |, 600 AL 2001:db8:1386:1235::1 g 10, 2014 1500
_ DomainCinsZones ipar|. 600 AbbE, 2001:db8:1386:1235:8445 db4 7:blc4: ebie Aug 10, 2014 15:00
_ ForesthneZones ipar-lat 600 AbbE, 2001:db8:1386:1235::1 Aug 10, 2074 15:00
_ ForesthneZones ipar-lat 600 AbbE, 2001:db8:1386:1235:8445 db4 7:b0c4: ebfe Aug 10, 2074 15:00
_win2M 2r2vm ipam-lab e 1200 AbbE, 2001:db8:1386:1235::1
~win2M 2r2vm ipam-lab e 1200 AbbE, 2001:db8:1386:1235:8445 db4 7:b0c4: ebfe
[ T 1200 bbb 2001: db:1986:1235:8e6h: 3388: 3200 c3e0 fug 10,2014 1500
J WINEM ipanlab come 1200 AbbE, 2001:db8:1386:1235:2a23 31 5d:fed4:b3cd Aug 10, 2074 15:00
|

| 34records @ AD integrated

Figure 22 DNS records of DHCPVé clients

Additionally, Men&Mice provides several DNS options including Round Robin records and finding orphaned PTR
records. Figure 23 shows all Round Robin records in a DNS zone, while Figure 24 shows all orphaned records listed

with no matching A or AAAA record.

Click. the Start button to search for Round Robin records. *When the search iz complete, you can delete individual
records from the list below

Mame

= ipam-lab. com.
Win201 2R 21 Pak
Win201 2R 21 Pak
[ testdevice
[ testdevice
O win201 22

e O win201 22

| Delete | | Cancel

Figure 23 Round Robin records
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Orphaned PTR records

Click the Start button to zearch far PTR records with no matching &/4888 recards. When the search iz complete, vou can delete
individual records from the izt below

Mame Data
=t B.26.172in-addr arpa.

R 153

Type

FTR winT-ipam.ipam-lab. com.

Delete || Cancel

Figure 24 Orphaned PTR records

In the “DHCP Scopes” section, only IPv4 scopes are listed. DHCPvé is not supported in the latest version. Therefore,
all IPvé6 scopes configured on the Windows DHCP server are not listed in the management interface. Figure 25 shows

an IPv4 scope created to exemplify, that only IPv4 scopes are displayed.

2l DNS Zones
= [, DNS Servers
B Wwin2012R2.
g IP Address Ranges
] DHCP Scopes
] .g? DHCP Servers
[ \win2012R2.
= P AD Sites
= B ipam-ab. com
[ DefaultFirst-Site-Mame

Title:
test-scope |Pyvd

Server Fiee Supeiscope Sche hd anit
Win2012RZ. a Mo Mo

Scope
P 10.0.0.0/2

Figure 25 DHCP scope list

In the “IP Address Ranges” tab, static IPvé ranges can be created in an existing container. As there is no support for
DHCPv6 in the used version, a static IPvé range with a prefix length of 64 has been created in order to evaluate
additional functionalities of the IP address management solution. The context menu from the created range allows
splitting the range into sub ranges, viewing the address utilization as well as generating IPv6 reverse zones with
Active Directory [AD] zone replication. Generated IPvé reverse zones are listed in the DNS Zones section after the

zone has been created. Figure 26 show the creation of an IPvé6 reverse zone with active directory replication.

£, DNS Zones Fiange: Type Schedule Utiization Morit...  Tile AD Site Desciiption
= [, DNS Servers SN il Container No No IPv6
) win2nzAz. L 2001:db8:1234:5674:/64 Range No No IPvb_TestFiange: Test range IPv6
& IP Address Ranges 5 2007:dabbs ad00:1387: /64 Range No Yes  IPvB_Subnet_Rangs DHCP.. DefaubFirstSiteName test i ipvé subn
[ DHCP Scopes = 1 00000 Container No No 1Pvd
& 2 DHCP Servers @ 10000/8 Scope No No testscope_|Pvd

[ w20 2Rz,
S @9 AD Sites
= E8 ipamlab.com
[ Default-First Site-Hame

Generate reverse zone(s)

One or more reverse zones must be created to store the zone data
Please select the name servers that you wish to serve them on:

Select servers for the new reverse 2one

Master server “Win201 2R2. v

Slave sarvers:

AD Integrated zone

AD Replication...

[ «<gack || Mew> | [ Concal |

Active Directory Zone Replication

Choose how pou wank zone data te be replicated:
() To &l DNS servers in the Active Directory farest
all DNS servers in the Active Directory domain

) To all domain contiollers in the Active Directory domain

To all damain contiollers specified i the scope of the following appliation diectary partiion:

Figure 26 Creation of an IPvé reverse zone with AD replication
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Furthermore, inside IPvé address ranges, static available IPvé addresses can be assigned. Options in the context
menu of the assigned addresses allow modifying the address, pinging the address as well as linking the address to a
device. As no DHCPv6 leases can be displayed in the absence of DHCPvé support, a non-allocated IPvé address has
been assigned and linked to a device. If no device has been created yet, another option allows creating a new device
and associating the address. Entering a name as well as the hardware’s (MAC) address of the device is required for

this step. Figure 27 shows the addition of a host to the management interface.

@‘ File Edit Tools Query Device Host Window Help

L R| v (B M
Address Type DMS Mames PTR Status  Device Interface
2001:dabb:ad00:1387::0 Assighed testdevice. ipam-lab. com. testDevice_linkeddddiess  IPvB_Interface_LinkedDevice
IP Address 2001:dabb:ad00:1987:0 Add Host
DNS Hosts
Mearme T Deata [ Enter the name of the host you want to add to 2007 dabb:ad00: 1987::0;
testdevice. ipam-lab. com, LT 20071:dabb:ad00:1987. Mame: Dais
‘ |ipam-lab canm, v‘
iparn-lab. com
msdes.ipam-lab. com.
oK Cancel
Add.. | [AddRelated.| [ Remove |
This IP Address is linked to the device "testDevice_linkedAddress'".

Figure 27 Adding a static IPvé host

All IPvé addresses of added and existing hosts, as well as devices in the management interface are displayed in
lowercase characters. Based on the several options, the management interface allows searching for a host or a
device. In order to evaluate the support of RFC 5952, the following host has been added to the management

interface:

m  2001:0DB8:0000:0000:0000:0000:0000:0102
Figure 28 shows the added device with the configured address following all rules specified in RFC 5952.

%

‘@ File Edit Tools Cuery Device Window Help

+  Search for devices.

M ame Interfaces Hardware Address  Addresszes

Figure 28 Device Address RFC5952 compliant

The System settings of the solution allow creating SNMP profiles. These profiles are used to poll the ARP caches

from IPv4 network devices and hosts. As Figure 29 shows, SNMPv3 is also supported.

26



General

Prafile Marne: |

SMMP Wersion:

SHMP F'ort:|181

Caormmurity: |

Uzermame: |

Avthentication

Protocal:

Pazzword: |

Encryption

Fratocal: | none  w

Pazzword: |

Fiouters uzing this profile:

| Cancel

Figure 29 Support of SNMPv3

However, since polling IPvé addresses from network devices’ caches is not supported, SNMP is not going to be
further examined in this solution. Men&Mice also provides the feature to export all data as for examples DNS zones
as .txt files. Figure 30 shows an exported DNS zone as a .txt file.

File Edit Format View Help

[Zone Name View Name Authority Type

9.7.6.5.4.3.2.1.8.b.d.8.1.0.8.2.ip6.arpa. <default>

Figure 30 Exported DNS zone

Moreover, the maintenance menu of this solution allows exporting the address utilization from IP address ranges.
Data from the last 24 hours, last week and last month can be exported as CSV files. Figure 31 shows an excerpt from
an exported IPvé range as a CSV file.
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|"Na.me",“isDyna.mic",“Available“,"Data Type™, "Bug 3, 2014
11:16:11","Bug 2, 2014 11:46:12","2Zug 3, 2014 12:16:12","Zug 3,
2014 12:46:12","RAug 3, 2014 13:16:12","Rug 3, 2014
13:46:12","2ug 3, 2014 14:16:13","2Zug 3, 2014 14:46:13","2Zug 3,
2014 15:16:13","2ug 3, 2014 15:46:13","Rug 3, 2014
16:16:13","2ug 3, 2014 16:46:14","2ug 3, 2014 17:16:14","2Zug 3,
2014 17:46:14","2ug 3, 2014 18:16:14","Rug 3, 2014
18:46:14","2ug 3, 2014 1%:16:14","2ug 3, 2014 1%:46:13","2ug 3,
2014 20:16:15","2ug 3, 2014 20:46:15","2ug 3, 2014
21:16:15","2ug 3, 2014 21:46:16","2ug 3, 2014 22:16:16","2ug 3,
2014 22:46:16","2ug 3, 2014 23:16:16","2ug 3, 2014
23:46:17","RAug 4, 2014 00:16:17","2Aug 4, 2014 00:46:17","Rug 4,
2014 01:16:17","2ug 4, 2014 01:46:17","2ug 4, 2014
02:16:18","Aug 4, 2014 02:46:18","Aug 4, 2014 03:16:18", "Rug 4,
2014 03:46:18","2ug 4, 2014 04:16:19","2ug 4, 2014

04:46:15%", "Aug 4, 2014 053:16:15","RAug 4, 2014 05:46:15", "Rug 4,
2014 06:16:20","2ug 4, 2014 06:46:20","2ug 4, 2014
07:16:20","RAug 4, 2014 07:46:21","2ug 4, 2014 08:16:21","2Zug 4,
2014 08:46:21","2ug 4, 2014 09:16:22","2ug 4, 2014
09:46:22","Rug 4, 2014 10:16:22","2ug 4, 2014 10:46:2
"2001:dabb:ad00:1%87::/64",0,4254%67255, "Used",1,1,1,
,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1,1
,1,1,1,1,1,1,1

om
1,1,1,1,1,1
(1,1,1,1,1,1

Figure 31 Excerpt of an exported CSV file

Using Men&Mice DNS and DHCP Services

Men&Mice also provide a virtual appliance that offers DNS and DHCP services. After setting up the appliance and
adding to the management interface of the suite, the Men&Mice appliance is listed as a DNS and DHCP server with
already existing corresponding zones and scopes. Although an IPvé interface can be configured on the virtual
appliance, no stateful address allocation with DHCPvé is supported. The appliance offers deploying IPvé DNS reverse
lookup zones, and creating scopes for IPv4 networks. By creating an IPv4 scope, the Men&Mice suite automatically
calculates the subnet mask for the given IPv4 network. For clarification purposes Figure 32 shows a comparison
about the creation of an IPv4 range and the missing calculated prefix for an IPv6 range and hence, the lack of

stateful address auto-configuration with DHCPvé6.

Create DHCP Scope Create DHCP Scope
Subnet/Range: |10.10.10.1/24 | Subnet/Range: lZOOI:de 1234:5678:/64 !
Server. | DNS_DHCP_Men_and_Mice_Vitual Applan v » Server [ DNS_DHCP_Men_and_Mice_Vitual_Applian v ‘
Usable IP addresses 10.10101-101010.254 Usable IP addiesses
# of usable IP addresses: 254 # of usable IP addresses: -
Network address 1010100 Network address:
Broadcast address: 10.1010.255 Broadcast address
Create | Cancel | Create Cancel

Figure 32 Comparison of IPv4 and IPvé scope creation using Men&Mice virtual appliance

Using Internet System Consortium (ISC) DHCPvé

Men&Mice also supports the /nternet System Consortium (/SC) DHCP server, a software component running on
Linux that allows deploying DHCP services. In this scenario, an Ubuntu virtual machine has been setup and an ISC
DHCP server has been installed a configured to deploy DHCPvé. Figure 33 shows an IPv6 address assigned with the
ISC DHCPv6 server.
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C:slUsersnelsaesserripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection—specific DNE Suffix . test.example .com

IPvb Address. . . . . - -« . . hE:cBBl:cafe:%ebd

Link-local IPv6t Address . . ::98fh:adB3:3b31:8BFFx18

IPu4 fAddress. . . . . - - 192.168.2.119

Subnet Mask . . . . . - 255.255.255.8

Default Gateway . . . - feBB::aBB:27ff fe2d4:22ex18
192.168.2.1

Tunnel adapter isatap.{514797D8-B3F1-4E28-n685-7520626D4ACF> =

Media State . . R

f e e e e e e Media disconnected
Connection—specific DNE Suffix

: test.example.com
Tunnel adapter Local Area Connection* 11:

Media State . . . R

e e e e e e Media disconnected
Connection—specific DNE Suffix

C:\lUsersselsaesser?>

Figure 33 Windows 7 Terminal with ISC DHCPVé assigned address
Figure 34 also indicates the deployed and active lease.

@ ® ® root@ubuntuVvM: jvar/lib/dhcp

root@ubuntuVvM: /var /lib/dhcp# cat dhcpd6.leases
# The format of this file is documented in the dhcpd.leases(5) manual page.
# This lease file was written by isc-dhcp-4.2.4

server-duid "\000)\001\000\001\033)\213\276k\010\000'$\002.";

ia-na "'\000\010\025\000\001)\000\001\030\222W0\000\034B\177\331\005" {
cltt 6 2014/08/23 23:05:34;
1aaddr 2001:db8:c001:cafe::9e6d {
binding state active;
preferred-life 604800;
max-life 2592000;
ends 1 2014/09/22 23:05:34;
3
}

root@ubuntuvM: /var/lib/dhcp# |

Figure 34 1SC DHCPVé leases

After the Ubuntu virtual machine has been added to the management of the Men&Mice IPAM solution, it is listed as

DHCP server in the interface. As Figure 35 indicates, the configured DHCPvé scope on the Ubuntu VM is not listed.

Men & Mice Management Console
File Edit Tools Query Device Range Window Help

+ &9

) DNS Zones Scope Server Free Superscope
= & DNS Servers
5, DNS_DHCP_Men_and_Mice_Virtual_&ppliance.
B Win2012R2vM.
I IP Address Ranges
[ DHCP Scopes
= 9 DHCP Servers
DNS_DHCP_Men_and_Mice_Virtual_appliance.

(@ Appliances

Figure 35 Missing ISC DHCPvé scope

Figure 36 also shows the missing option to create a DHCPvé scope with the ISC DHCP server.
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Create DHCP Scope

' Subnet/Range: |20El1 :db8:c001:cafe:: /64 |

Server: lubuntuVM. v |

Usable IP addresses: -
# of usable IP addresses: -
MNetwork address: -
Broadcast address: -

Figure 36 Missing option to create DHCPvé6 scope ISC DHCP server Men&Mice

455 Stateless Address Auto-configuration

The only difference in comparison to the first testing scenario with stateful address auto-configuration is the
tracking of SLAAC addresses in DNS zones. Figure 37 displays all records of hosts with SLAAC addresses registered
in DNS zones. Windows clients are only listed with their IPvé address while temporary addresses are not shown.

Furthermore, clients using EUI-64 addresses including MacOS X and Debian clients are not listed either.

J MName TTL Type Data Timestamp

@ o o [

o | E00 SRV 1] 100 88 win20122 iparlab com Jul 24, 2014 01:00
8 |_kpasswd._tep.iparab com. EOD SAY 1] 100 464 win201 22 parm-lab.com. Jul 24, 2014 01:00
@ | _ldap._tcp.pamlab cam. EOD SAY 1] 100 389 win2012r2 pam-lab.com. Aug 2, 2014 11:00
i _kerberos._udp ipam-lab.com, E00 SRV 1] 100 88 win201 22 ipam-lab. com. Jul 24, 2014 01:00
i _kpasawd._udp ipam-lab com. E00 SRV 1] 100 464 win201 22 ipam-lab. com. Jul 24, 2014 0100
i DomainDneZaones.ipamab. com. EOD A 172.26.8.151 Jul 24,2014 01:00
i _ldap._tcp. Default-First-Site-Name. _s 600 SAY 1] 100 389 win201 22 pamelab. com. Jul 24, 2014 01:00
@ |_ldap_tep.DomainDnsZones ipam-l 600 SHY a 100 389 win2012r2 iparelab com Jul 24, 2014 01:00
@ | ForestDnsZones. ipar-lab.com EOD I 172268151 Jul 24, 2014 01:00
| _ldap._tcp.Defaul-First-Site-Name._s 600 SAY 1] 100 389 win2012r2 pam-lab.com. Jul 24, 2014 07:00
i _ldap._tep ForestDneZones. ipam-lzb. B00 SRV 1] 100 389 win201 22 ipam-lab. com. Jul 24, 2014 01:00
| testhost ipanlab.com 3600 LT 2001:db%:1986:1234:1

| Test_IPvE_ipanlab.com. 3600 LT 2001:db%: c001: cafe:dabb: ad00:0:0

| Wwin20T2R2IPAM iparnlab.com 1200 A TF226.8.150 Aug 8, 2014 2300
| Win2012R2IPAM ipar-lab com 1200 LLEYS 2001 dabb: ad00:1986: 2c6a ef95: 691 b: (080 Aug 8, 2014 2300
| WANFAPAM. parlab com. 1200 A 172.26.8.156 Aug 8, 2014 1500
|WinS-pam parlab com. 1200 I 172.26.8.158 Aug 8, 2014 1500
| WinS-pam parlab com. 1200 LLETY 2001: dabb: 3d00:1986: a566: Beef.e821: 1bdc Aug 8, 2014 15:00
|winServer2012IPAM ipam-lzb.com 1200 & 172.26.8.150 Jul 23, 2014 21:00
| WinServer2M 2IPAM ipamlabocom. 1200 LTS 2001 :dabbr 2d00:1986:51 a6: B5ee: 95081101 Jul 28, 2014 21:00
| WinServer PAM. parlab. com. 1200 A 172.26.8.150 Jul 28, 2014 22:00
 |winServerPAM par-lab com 1200 LLEYS 2001 dabb: 5d00:1986:c082 co15:5de8: 2502 Jul 28, 2014 2300
 |testdevice panlzb.com. 3600 Abid, 2001 dabbr ad00:1986:1234: 5678 6765:4321

| testdevice ipanlzb.com, 3600 LY 2001 :dabbr 2d00:1987::0

|testHost_RFC_5352 ipamlsb.com. 3600 LYY 2001:db&:102

_|ipam-lab.com. 3600 NS win201 2i2vm iparm-lab.com,

| win2 2r2vm. iparrlab. com. 3600 A 192.168.2.107

| win2 212 ipanlab.com. 3600 LT 2007: dabb: 5d00:1986: 3% {096 c4c 7. Bblc

| WARFAPAM ipamlab com 1200 LLEYS 2001 dabb: 5d00:1986:95e7:1521:6bed:16ad Aug 8, 2014 1500
| win2M 22 ipanlsbcom. 3600 I 172268151

| win2M 22 jpanlsbocom. 3600 Abid, 2001 dabbr ad00:1986:1c3b: cBE0: 194 5308

| win21 2r2 ipam-lab.com. 3600 LYY 2001 :dabbr 2d00:1986::5

39records @ AD integrated

Figure 37 DNS records stateless IPv6 addresses

4.5.6 Summary

The overlaying software - based IP address management solution provided by Men&Mice easily integrates into

existing network infrastructures, but allows the management of an IPv4 network only. The monitoring of DNS zones
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allows the tracking of dynamic assigned IPvé addresses of hosts that joined the Windows server 2012R2 domain.
Clients that have not joined the domain are not listed. Also by using stateless auto-configuration, clients using EUI-
64 to create an IPvé interface identifier are not listed. Polling the neighbor cache from network devices is also not
supported by Men&Mice. The suite furthermore provides a function that allows exporting addresses in a CSV format.

IPvé6 addresses are displayed in a RFC 5952 compliant format.

IP Address Management Windows Server 2012R2

Microsoft Windows Server 2012R2 provides a built-in IP address management solution, which can either be
configured with PowerShell scripts, or with the Graphical User Interface (GUIJ. This section covers results achieved
by using the GUI to configure and evaluate the MS Windows Server 2012R2 built-in IP address management. A

detailed description of the results is now given below.

Stateful Address Auto-Configuration

The Windows IPAM solution only provides the possibility to manage DNS and DHCP services deployed by other
Microsoft servers in the environment. The required IPAM role may not be installed on the same server deploying the
above-mentioned services. Therefore, a second Windows server was set up. After the installation and configuration
of the IPAM role, the IPAM management lists all existing DNS zones and DHCP scopes, including DHCPvé scopes
from added server. These can be modified, new zones and scopes can be created. Although the solution provides full
support for stateful auto-configuration, only the number of active leases is given, the corresponding IPvé addresses
are not listed. Figure 38 indicates a detailed view of an existing DHCPvé scope, displaying a count of stateful-utilized

addresses.

Details View
2001:db8:c001:cafe:/64

Configuration Details FaRAdeNE{5E]

Network:

Subnet Mask:

Start IP Address:

End IP Address:

IP Address Type:
Assignment Type:
Network Type:
Percentage Utilized:
Utilization:

Utilization Calculation:
Assigned Addresses:
Utilized Addresses:
DHCP Stateless Addresses:
Gateway Addresses:
Reserved IP Addresses:
Virtual IP Addresses:
Managed by Service:
Service Instance:

Figure 38 Utilized addresses Microsoft DHCPvé

2001:db8:c001:cafe:/64
liisiidiniain
2001:db8:c001:cafe::1
2001:db8:c001:cafe:ffffff:Afff.ffff
Global

Dynamic

0.00

Under

Automatic
1.84467440737096E+19
5

0

MS DHCP
win2012r2.ipam-lab.com

Overlapping:

Access Scope:

Is Inherited Access Scope:
Virtualized:

Used for Utilization Calculations:
Dhcp Server Name:

Dhcp Scope Name:

Exclusion Ranges:

Owner:

Assignment Date:

Last Reclaim Run Time:

DHCP Stateful Addresses:
Connection-specific DNS Suffix:
DNS Suffixes:

DNS Servers:

The solution also provides a “DNS Zone Monitoring” function showing the status of each zone

Yes

\Global

Yes

No

No
win2012r2.ipam-lab.com
IPv6_DHCP_Scope

. But as the name

already indicates, the interface only lists existing zones including forward - as well as reverse lookup zones.

Corresponding records inside these zones are not displayed. Figure 39 shows monitored DNS zones by the Windows

IPAM interface.
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Forward Lookup

IP ADDRESS SPACE £ Forward Lookup | 3 total
IP Address Blocks | e o @) =

IP Address Inventory

IP Address Range Groups Zone Status  Duration in Current State  Zone Name Access Scope

VIRTUALIZED IP ADDRESS SPACE ® o« 11.01:17:49 _msdesipam-lab.com \Global
MONITOR AND MANAGE @ o 11.01:17:49 ipam \Global
DNS and DHCP Servers = Dok 11.01:17:49 ipam-lab.com \Global

DHCP Scopes

DNS Zone Monitoring

Server Groups
EVENT CATALOG
ACCESS CONTROL

Forward Lookup 4

IPv4 Reverse Lookup

IPv6 Reverse Lookup

Details View
ipam-lab.com

<1

Zone Name:

Access Scope:

Figure 39 DNS zones monitoring

The IP address management solution from Microsoft also provides the possibility to allocate private and public

address space managed by the solution itself or with other Windows Server instances added to the management.

PLLERELEE Authoritative Servers

Zone Status for All Servers:

ipam-lab.com
oK

Duration in Current State (d.hhimm:ss):  11.01:17:51

\Global

Figure 40 shows the allocation of a global IPv6 address space.

Details View
2001:db8:c001:cafe:dabb:ad00::/88
Configuration Details JaEhEeEIE]lelo]
Network: 2001:db8:c001:cafe:dabb:ad00:/88 Overlapping: No
Subnet Mask: fefffeff A A f00:: Access Scope: \Global
Start IP Address: 2001:db8:c001:cafe:dabb:ad00:: Is Inherited Access Scope: Yes
End IP Address: 2001:db8:c001:cafe:dabb:adff:ffff.ffff Virtualized: Yes
IP Address Type: Global Used for Utilization Calculations: Yes
Assignment Type: Auto Dhcp Server Name:
Network Type: Provider Dhcp Scope Name:
Percentage Utilized: 0.00 Exclusion Ranges:
Utilization: Under Owner: Elsaesser
Utilization Calculation: Automatic Assignment Date:
Assigned Addresses: 1099511627776 Last Reclaim Run Time:
Utilized Addresses: 1 DHCP Stateful Addresses: 1
DHCP Stateless Addresses: 0 Connection-specific DNS Suffix:  ipam-lab.com
Gateway Addresses: 2001:db8:c001:cafe:dabb:ad00:0:1\1 DNS Suffixes: ipam-lab.com
Reserved IP Addresses: DNS Servers: 2001:db8:1986:1234::1
Virtual IP Addresses:
Country or Region: Germany
Managed by Service: IPAM
Service Instance: Localhost

Figure 40 Allocated global IPvé address block

4.6.2 Stateless Address Auto-configuration

As the IP address management solution does not support any tracking of IPvé addresses, all results achieved with
stateless auto-configuration only differ from the results in section 4.6.1 in one case. The detailed view of the IP
address range groups now displays the count of addresses, utilized through stateless auto-configuration. Figure 41

indicates a detailed view of the IP address range groups displaying the count of DHCPvé stateless utilized addresses.
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4.6.3

Details View
2001:dabb:ad00:1986::/64

[T TET LIV ENN Event Catalog

DHCPv6 Scope
Network:

Subnet Mask:

Start IP Address:

End IP Address:

IP Address Type:
Assignment Type:
Network Type:
Percentage Utilized:
Utilization:
Utilization Calculation:
Assigned Addresses:
Utilized Addresses:

Gateway Addresses:
Reserved IP Addresses:
Virtual IP Addresses:
Managed by Service:
Service Instance:

DHCP Stateless Addresses:

2001:dabb:ad00:1986::/64
fHEARAfRA
2001:dabb:ad00:1986::1

2001:dabb:ad00:1986:ffff:fff.ffff.ffff

Global

Dynamic

0.00

Under

Automatic
1.84467440737096E+19
3

3

MS DHCP
win2012r2.ipam-lab.com

Overlapping:

Access Scope:

Is Inherited Access Scope:
Virtualized:

Used for Utilization Calculations:

Dhcp Server Name:

Dhcp Scope Name:
Exclusion Ranges:
Owner:

Assignment Date:

Last Reclaim Run Time:
DHCP Stateful Addresses:

Connection-specific DNS Suffix:

DNS Suffixes:
DNS Servers:

Figure 41 Microsoft DHCPVé stateless utilized addresses

Summary

The built-in IP address managed solution in Windows Sever 2012R2 provides mainly monitoring functionalities.
Although the solution provides support for stateful auto-configuration, active leases deployed with a managed MS
DHCP server cannot be displayed. This also applies to all DNS zones displayed in the interface. Corresponding
records are not listed. The management allows allocating global IPvé address blocks as well as DHCPvé ranges

inside these blocks. All data can be exported as CSV files. All IPv6 addresses are displayed in RFC 5952 - compliant

manner.
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Overview Results

The following Table 1 provides an itemized statement about the fulfillment of all requirements of all IP Address Management solutions.

Requirement

Alcatel

BlueCat Networks

BT Diamond

Infoblox

Men&Mice

Windows 2012R2 IPAM

Tracking of all dynamic address assignments
Support SNMPv3

Display connected switch port

Sort addresses according to their categories
Full support for RFC 5952

Management of IP inventory

Integration in existing IPvé network infrastructure

(Windows or Linux)

Other methods than SNMP to poll neighbor cache from

Network device

Identify system with various address types
(e.g. static + SLAAC)

Reporting / exporting addresses in CSV or other formats

C O 0 04400006

L O 0 040K KKK

L O 0 00400 L0O

L 4 £ L8448 s

L O 0O L44004K0

L O 0 440000

Table 1 Itemized Statement Fulfillment Requirements

It has to be noted that some of the above listed features were not tested with the Infoblox appliances, not least given that some capabilities are not part of their core IPAM offering. The

results above are partly based on the documentation of the corresponding Infoblox components.
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Conclusion

The results described in Chapter 4 show, that almost no IP address management solution fulfills all the mandatory
information security requirements which were specified based on the information needed by administrators to manage

their IPv6 space as well as the security needs of the network forensics examiners.

Because of the missing option to configure a domain controller in the Alcatel Lucent QIP solution, dynamic addresses

could not be deployed. Hence, the solution could not be proper examined.

With their Proteus and Adonis appliance, BlueCat Networks allows the tracking of all dynamic IPv6 address
assignments, whether stateful by using their own DNS / DHCPvé6 server from the Adonis appliance, or stateless by
configuring the reconciliation policy and polling the neighbor cache from Layer-3 and Layer-2 network devices.
Corresponding data is displayed in the management interface, including for instance the DUID, the MAC address, or the

connected switch port.

The IPAM solution offered by BT Diamond neither implements any services to assign dynamic IPv6 addresses, nor
provides any features to poll neighbor caches from network devices. Dynamic assigned IPv6 addresses can hence not
be tracked. Although the IP address management software is an overlaying solution, no features are implemented to

monitor any services deployed on the server.

Infoblox provides an IPAM solution that allows deploying DNS and DHCP services as well as offers an IP address
management in a single appliance. Dynamic addresses can be assigned through DHCPvé, active leases can be displayed

with the corresponding DUID. Services deployed by Microsoft instances can also be monitored and managed.

With their Network Insight appliance, it is possible discovering all kind of IPv6 nodes on the network and load the data in
the IPAM database of the DDI appliance. SNMPV3 is also supported for this task. Furthermore, the appliance offers the

possibility to login to discovered devices via telnet and ssh.

With the overlaying IP address management from Men&Mice, DNS and DHCP services deployed by Microsoft servers, by
ISC DHCP servers or by its own appliance can be managed for IPv4 networks. Dynamic IPvé addresses cannot be
assigned, but can be tracked through DNS entries. DNS zones deployed by Microsoft servers can be monitored and
corresponding entries can be listed in the management interface of the Men&Mice suite. EUI-64 addresses as well as
well as temporary addresses are not listed and hence, cannot be tracked. Polling any IPvé neighbor cache is not
supported either. The main focus of the built-in IP address management solution from Windows Server 2012R2 is on
managing IPv4 networks. Although DNS zones and DHCPvé services deployed by other Microsoft server can be
displayed and managed, neither any active leases are listed nor can any DNS entries be displayed. Dynamic IPvé

addresses can also not be tracked.

Although each IPAM solution provides certain functionalities that might be supportive in administrative tasks, each

solution has also room for improvements regarding information security requirements in IPvé networks.

After several support inquiries to the vendors providing an IPAM solution lacking some features they all announced that
they will offer a solution with native IPvé support within the next years. Overall as of end of 2014 only the solutions of
BlueCat and Infoblox seem to have a sufficient maturity as for a large scale IPvé deployment. For the latter (Infoblox)

this only applies once extra components (next to their core IPAM offering) are added.
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5.2 Disclaimer

All products, company names, brand names, trademarks and logos are the property of their respective owners.
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