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About This Guide 

This manual describes the gogoCLIENT with Home Access (i.e., the gogoCLIENT 
including Home Access and Home Web). It is intended for users who have purchased 
the Home Access platform and wish to set up a home Web server and/or provide 
access to selected devices on their private home network to the public Internet. The 
purpose of the gogoCLIENT with Home Access Guide is to help you set up your Home 
Access environment quickly and safely, then derive full ben efit from the product.  

gogoSERVER Documents 

Refer to the gogoSERVER Documentation Guide for details regarding the various 
manuals that comprise the gogoSERVER documentation suite. 

Obtaining Documentation  

The gogoSERVER documents are supplied as Portable Document Format (PDF) files on 
the gogoSERVER Software & Documentation CD-ROM. Printed copies of these 
documents are also available.  

The Software & Documentation CD-ROM also contains gogoOS image files, gogoCLIENT 
software, the latest documentation updates, as well as gogoOS software and copyright 
information. You can also find these items on the gogo6 corporate Web site.  

Document Revision  

See the gogoCLIENT with Home Access Release Notes to learn which software version 
corresponds to this document. The revis ion number of this document is 02  
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Introduction  

Why Do I Need the Home Access Platform?  

Use Home Access to remotely connect to,  view and otherwise interact  with compliant  

Internet - ready devices1 residing on the pri vate netw ork in your home, such as 
webcams and personal video recorders (PVR). With Home Web,  you can host your own 
Web presence wit hout  worrying about the disk space or traffic  limitations  imposed by 
commercial  Web hosting facilitie s. Publish your very own content  for  t he world to see 
in a few easy cli cks! 

The Relationship Between Home Web and Home Access  

You have the choice of using either  Home Web, Home Access or both, depe nding on 
your requirements and  environment.  Not everyone will  need to use both, and  either  
feature  can be disabled as appropri ate via the gogoCLIENT Utili t y. Both ut i li t ies are 
installed at t he same time  because they are part  of the gogo6 gogoCLIENT with  Home 
Access installation  package. However,  you are not re quired to use both for  the system 
to work properly.  

Home Web can be considered a subset of Home Access. As its name suggests,  Home 
Access offers access to the candidate devices residing on the local private  network,  
but  Home Webõs access is limited to the single Web server where the gogoCLIENT with  
Home Access is installed. Bo th use IPv6 connectiv ity  to  bridge the NAT inside the 
userõs home network.  Both Home Web and Home Access offer  access to HTTP services. 
The difference  is that  Home Web provides access to the HTTP services hosted on the 
machine on which the gogoCLIENT with  Home Access is running (i .e., t he tunnel  
endpoint).  Home Access, on the other  hand, provides access to HTTP services on 
devices that  reside on the private  home network,  and not  those hosted on the machine 
running the gogoCLIENT with Home Access. Exact ly what  content  these HTTP services 
provide depends on the type of device and type of HTTP access the manufacturer  has 
chosen to support (ex:  a video camera that  publishes a new picture/frame  via HTTP 
every 60 seconds or a PVR that provides an  HTTP recording scheduling interface).  

The main components of Home Web and Home Access are presented below.  For more 
detailed information,  consult the sections covering Home Web (page 21) and Home 
Access (page 25). 

Home Access Web Server 

The main component of Home Web and Home Access is an IPv6-capable HTTP server 
that  acts as a Web server. Its access to the public  Internet  is not blocked by the NAT 
because it  li stens for IPv6 act ivit y instead of IPv4 acti vit y.  

Shared by both Home Web and Home Access, t he Web server has one or two main 
responsibili t ies, depending on which feat ures have been enabled in the gogoCLIENT 
Utili t y: 
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Home Web Home Access 

Acting as the HTTP server (Web server).  If  
the Home Web feature  has been activated  
and Web-ready content  has been placed in 
the directory  defined as the Publ ished 
Document Root in the gogoCLIENT Uti lity,  
then clie nts on the public  Internet  can 
connect to this server  to freely  access the 
content.  The server will  respond to all valid 
HTTP requests it  receives. 

For the devices located  in the private  
network beh ind t he client  host ,  the Web 
server is in charge of complet ing all  HTTP 
proxying between the incoming IPv6 
connecti ons (because it  is able to listen  for  
IPv6 activity) and  the IPv4 devices in the 
private  network that  have been configured 
in the gogoSERVER Utili t y to offer  content .  

1.  Compliant Internet -ready devices are devices that offer some sort of HTTP access and/or control  

 

NOTE: The address of a site contained in an incoming HTTP request is only resolved if  
the requested domain is part  of the domain configured on the gogoSERVER. 

 

The Home Access web server's configuration  files  are dynamically  generated  based, in 
part,  on the domain name that  is configured on the gogoSERVER and received during 
the TSP exchange. It is aware of  the subdomains corresponding to the Home Access 
devices since the mapping configurat ion is also used to dynamically  generate the HTTP 
server's configurat ion f i les to support HTTP proxying for  those subdomains. 

How the  Web Server Works 

An IPv6 device on the Internet  connects to the HTTP server on the client  host  and 
obtains the desired content  directl y. IPv4 requests, on the ot her hand, pass through 
the gogoSERVER server for translat ion f irst,  as described below.  

The Web content  accessible via the Home Web Publ ished Document  Root  folder  is only 
assigned an IPv6 address. On the gogoSERVER server side, the DNS name, including the 

subdomain name (ex: myuserna me.broke r name), has both an IPv4 and an IPv6 entry.  
As such, IPv6 requestors receive the IPv6 address tunnel endpoint (i .e.,  the IPv6 
address that  was assigned to the host  running the gogoCLIENT when a tunnel  was 
established) from the DNS server and access the site stored on the client  host direct ly.  
This IPv6 address is the same one to which the HTTP proxy on the gogoSERVER will  
transfer  the IPv4 requests it  receives (when switchi ng from IPv4 to IPv6). 

Requestors with  an IPv4 address are returned  what they assume is the IPv4 address of 
the client host and  must therefore  traverse the NAT. The IPv4 address the requestor 
actually  receives, however,  is that  of the gogoSERVER server. The IPv4 address points 
to the gogoSERVER because IPv4- to -IPv6 HTTP proxying needs to take place for  IPv4 
requestors. 

When the gogoCLIENT with  Home Access connects to the gogoSERVER and establishes a 
tunnel,  the gogoSERVER wi ll dynamically update a DNS server with  an IPv4 and IPv6 

address for  the user's endpoint  domain name (user name.bro kername ).  The IPv6 
address sent  to t he DNS is t he IPv6 address that it  assigned to t he gogoCLIENT's t unnel 
endpoint. The  IPv4 address sent to t he DNS is the HTTP proxy's IPv4 address configured 
on the gogoSERVER (usually one of  it s own IPv4 addresses). This is done so that  an IPv6 
host on the Internet  will  be able to reach the HTTP services on the tunnel endpoint  
directly ( Home Web),  and an IPv4 host will  reach the HTTP services by going through 
an addit ional step: IPv4-to-IPv6 HTTP proxying via the gogoSERVER. In this way, the 
request is received by the Web server as an IPv6 address, even though it was orig inally 
sent in IPv4 format.  

When Home Access is used, the  Home Access feature  of the gogoCLIENT will send 
dynamic DNS updates to the gogoSERVER, which will  in t urn relay them to the final  
DNS server (t he gogoSERVER proxies the dynamic DNS updates to  the real server while 
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ensuring that t hey originate from the correct  location).  

One dynamic DNS update is sent per accessible Home Access device 

(device . usernam e.brokern ame). The gogoSERVER will  insert  its own IPv4 address for  
these devices as well  (for  the same reason as for  Home Web). The IPv6 addresses 
specified in the dynamic DNS update for  each device are chosen by the Home Access. 
They are either  the device's own IPv6 address (in t he case of a native IPv6 device) or 
the IPv6 address of the tunnel endpoint  (in the case of an IPv4 device).  This approach 
is taken because the Home Access knows it  must perform  HTTP IPv6-to-IPv4 proxying 
for  incoming requests for IPv4 devices, and must t hus be in t he path. 

Network Address Translator (NAT)  

The NAT is located at t he home of the individual who is running Home Web and/ or 
Home Access. Physically  speaking, the NAT is usually  a software layer present  on the 
home networkõs router, as  opposed to a separate hardware device. 

IPv6 devices residing on the home network do not pass by the NAT and are thus 
directly reac hable from the public  Inter net.  Accessibility to IPv4 devices, on the other  
hand, is elegantly controlled  by the NAT once they have been configured in t he Home 
Access tab of the gogoSERVER 

Client  Utili t y, a name in the DNS has been obtained and the HTTP proxying 
configurati on has been updated so that  the HTTP proxy knows to which IPv4 address 
the request should be proxied. 

NOTE: The IPv4 units on the private home network only have IPv4 addresses, and are 
not directly accessible  from the public  Internet  because of the NAT. The NAT is the 
component in  charge of handling routi ng between public and private addresses. As 
such, when an incoming request is received from the public  Internet,  it will  be 
dispatched to the proper address on the private network by the NAT. 

HTTP Proxying 

An HTTP server can receive HTTP requests addressed directly  to it  or to another HTTP 
server. HTTP proxyi ng occurs when an HTTP server takes reception  of a request for  
another entity,  then f orwards it  on to its final  dest inat ion.  

How HTTP Proxying Works 

The client  host is assigned a DNS name that  adheres to the foll owing syntax: 

myusername. brokerna me. The name is registered by the gogoSERVER on the DNS 
server via dynamic DNS updates when the tunnel is created and the connecti on is 
established via dynamic DNS. The assigned name is mapped to the registered IP 
address on which the Home Web HTTP server (an applicat ion running on the client 
host ) is listening. The implemented naming convention means that  users can enter  an 

address formulated  according to the syntax devicename. myuserna me.broke r name in 
their  browser window because dynamic DNS updates for  the subdomains 

(devicena me.myuse r name.bro kernam e) are sent by the client  based on the Home 
Access configurati on. 

When the client  host receives a request  for  a device on its home network,  it first  
determines that there  is a device name preceding the user name and broker name in 
the address. The client  host th en looks up the home netw ork address (IPv4 only) 
associated with  the device name in an internal configurati on table,  and transmits the 
request to the intended recipie nt  on the home network. 
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HTTP Proxying as Applied to  HomeAccess 

To connect to an IPv4 device located on the pri vate netw ork behind the client  host,  an 
IPv6 device on the public  Inter net  will  contact  the HTTP server with  a specific  request 

for  the device (device name.myus ername.b r okername ).  The HTTP server knows where 
to transfer  t he request because it has been configured with  the device's IP address. 
The dif ference is that  it will be  determined  when the connection is established that 
the requested content  is stored on a device located behind the host server unit  and not 
on the host server itself.  The Web server will  then transfer  the request to the 
specified recipient  in the private  network,  and at the same time transform the  IPv6 
request  into an IPv4 request , in the case of an IPv4-only device.  
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About the gogoSERVER 

The gogoSERVER is a specialized router designed to provide all the advantages of 
Internet Protocol version 6 (IPv6) to existing IPv4 networks. Including the gogoSERVER 
in your system paves the way to implem enting seamless peer-to-peer applications such 
as IP telephony, videoconferencing and multi -player on-line games, in addition to 
online sensors and device monitoring systems. The gogoSERVER is fully equipped to 
meet your mobility and end -to-end security re quirements; it is the instrument of 
choice for forward -thinking network operators who wish to offer their end users the 
benefits of IPv6, and thus distinguish themselves in a highly -competitive market and 
take advantage of new IPv6-based revenue opportunit ies. 

The gogoSERVER provides Authorization, Authentication and Accounting (AAA) services 
via the Tunnel Setup Protocol (TSP) and grants connected clients access to a 
permanent IPv6 address, a delegated prefix and IPv6 Domain Name System (DNS) 
resolution.  

In order to provide such services, data tunnels are negotiated then established 
between each client and the gogoSERVER. The tunnels are requested by the client 
software, which is offered free of charge and is available for a wide range of 
operating systems. 

gogoSERVER Software Components 

The gogoSERVER software, gogoOS, comprises distinct software components that 
interact with one other: TSP servers, HTTP servers, AAA models, tunnel brokers and 
tunnel servers. Each component is individually configured, then linked to or associated 
with other components.  

 

¶ The TSP servers and HTTP servers process the requests for dynamic tunnels 
received from clients. gogoSERVER clients transmit requests to a TSP server 
through a port using the TSP protocol. HTTP clients, on th e other hand, 
transmit requests to an HTTP server via a Web interface  

¶ AAA models contain various sets of parameters and criteria that shape how 
client connections and tunnels are established. AAA models are configured and 
assigned to TSP and HTTP servers. 

¶ Tunnel brokers process requests received from TSP servers or HTTP servers, 
then send them on to tunnel servers.  

¶ The role of the tunnel server is to provide the resources needed to create the 
requested tunnels.  

 

NOTE: The terms TSP Listener and HTTP Listener are deprecated and have since been 
replaced throughout the gogoSERVER and gogoOS documentation by the equivalents 
TSP Server and HTTP Server, respectively. 
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gogoCLIENT with HomeAccess Installer Utility 

The gogoCLIENT with  Home Access for  Windows is delivered via an installer  ut il i ty. 
This section explains the procedures that must be followed in order to properly  install  
the gogoCLIENT with Home Access on the local node, as well as add the tunnel  driver  
to  Windows interfaces.  

To install the gogoCLIENT with Home Access, your system must have the minimum 
hardware requirements of your installed operati ng system and a CD-ROM drive (unless 
you are installing from a ne twork connect ion).  

It  is strongly recommended to carefully  read over the gogoCLIENT with  Home Access 
Release Not es before proceeding with  the installation.  When ready, follow  the steps 
listed  below and let  Setup guide you through the installation  process. Remember to 
close all  open windows before you begin. 

ü Launch the Setup installer  executable by double-clic king the installer  icon, as 
shown below. The intro ducti on screen will appear when you f irst launch the 
installa t ion program; click  Next and Setup will be gin.  

 

Figure 1 - gogoCLIENT with Home Access Windows Package File 

ü When you initia lly open the executable,  t he security  warning below wi l l be 
displayed by your operati ng system. There is no reason for  concern. Click the 
Run button  to proceed.  

 

 

 

Figure 2 - Open File - Security Warning 
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ü gogo6's License Agreement f or the gogoCLIENT with HomeAccess is then 
displayed. Click I Agree to continue once you have read and understood the 
terms of the agreement .  

 

 

 

Figure 3 - gogoCLIENT with Home Access License Agreement 
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ü Select which package component(s) you wish to install  by clicking the checkbox 
beside each one. The total  disk space required  will  be displayed. 

V The ògogoCLIENT binaries,ó òApache HTTP Serveró and òRuntime 
Scriptsó components are mandatory and must be checked for  the 
software  to be successfully installed.  

V Only uncheck the òTunnel Driveró component if you  are certain  the 
gogoCLIENT will never be positioned behind a NAT or if  you do not 
require DSTM (forIPv4-in-IPv6 connect ivi t y).  

V It  is recommended to leave the òAddit ional Languagesó checkbox 
selected.  

ü Click the Next but ton to move to t he next  screen, where you select t he 
gogoCLIENT software installat ion direct ory. 

 

 

 

 

Figure 4 - Choosing gogoCLIENT with Home Access component 

 

  



GOGO-DC-0008 

 

18 gogoCLIENT with HomeAccess Guide 

Define the location where t he gogoCLIENT with Home Access will be  installed,  if 
needed, by clic king the Browse but ton. 

ü The default  locat ion is C:\Program Files\gogo6\gogoCLIENT.  

Click Install  when you are ready to continue.  

 

 

 

Figure 5 - Choosing installation location  
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ü The gogoCLIENT driver is not yet  official ly recognized and tested for  compati bili t y 
by Microsoft.  This is why you will probably see th is warning message. If you do, 
simply click Inst all  t his driver  sof tware  anyway (Windows Vista) or Cont inue 
Anyway (Windows XP) to complete the installati on. 

NOTE: Do not  be alarmed by this warning; t he gogoCLIENT is already used by many of 
gogo6's clients and has been proven as an eff icient  and stable product .  

 

 

Figure 6 - gogo6 Network Adapter Warning  
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When the installati on is complete,  the summary screen is displayed with  two opt ions 
available.  

ü It  is always advisable to consult  t he README file  to be aware of the late st  
changes and any special instruct ions related to your platform.  This is also 
where you can find important  informati on on the product  name and version 
number, as well as how to  reach gogo6 Technical Support. 

ü You should also launch the gogoCLIENT Ut il ity  to  customize how your 
gogoCLIENT with Home Access is configured. Entering a personal userid, 
password and server details  is sufficient  for  most  users. 

Click Finish to exit  the gogoCLIENT with Home Access installer.  

 

 

Figure 7 - Installation is complete  

 

The installat ion ut i li t y creates the appropriate  files  in the destination  folder,  adds a 
shortcut  to the Windows Start menu and creates a new network connect ion. 
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Home Web 

 

This section explains how to get started when first setting up Home Web (see Figure 8 
below). You are shown how Home Web obtains IPv6 connectivity and publishes the 
content you specify on the public Internet. It also covers the steps that are completed 
when a remote user connects to the Home Web personal Web server to issue an IPv4 
HTTP request. 

For the configuration sequence to make sense to the application, it is recommended 
to configure the gogoCLIENT Utility procee ding from left to right in the tab order. 
Some configuration elements (ex: Home Web) are dependent on elements in previous 
tabs (ex: login credentials) in order to become enabled.  

 

 

Figure 8 - gogoCLIENT with Home Access ð Home Web tab 

Overview  

The purpose of Home Web is to provide a mechanism for accessing the various HTTP 
services that are offered in the designated published folder by the computing device 
on which the gogoCLIENT with Home Access is installed. This machine (i.e. the client 
host running the gogoCLIENT) need not be a dedicated server; it can even be the 
householdõs main PC used for a variety of unrelated tasks. 

Technically speaking, Home Web is an IPv6 Web server (Apache) running on the 
workstation where Home Access/Home Access is installed. The required IPv6 
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connectivity is supplied by the gogoCLIENT. A Web proxy is implemented in the 
gogoSERVER server in order to provide access to the Home Web server from the IPv4 
Internet.  

Home Web requires sufficient  disk space because it involves  publi shing your personal 
Web content f or viewing by anyone over the Internet.  Such content  may be HTML 
documents, images, scripts and more.  

There is a possibility  that  Home Web can be embedded on a non-PC device.  In such a 
case, the device would require a flash memory chip to store the gogoCLIENT with  
Home Access executable and Web content,  since there  is no hard disk. Contact gogo6 
directly  if  you would l ike more informati on in t his regard. 

Home Web consists of the elements shown in Figure 9 below:   

Figure 9 - Home Web components 

 

1. An IPv6-capable Web server residing on the client  host. This machine has other  
related com ponents installed on it,  notably the gogo6 gogoCLIENT. The NAT is a 
soft ware layer that  generally resides on the router  to  which you connect for  
Internet  access. Conceptually, the  NAT represents the separat ion point be tween 
the private home network and the public IPv4 Internet,  as shown above. 

2. An IPv6 HTTP proxy on the gogoSERVER server. This component is usually located  
off -site at  your Internet  Service Provider.  You simply confi gure the gogoCLIENT to 
connect  to it in  order to establish IPv6 data tu nnels using the TSP prot ocol.  

3. A DNS server offering  dynamic DNS updates; it  may use either  IPv4 or IPv6 
tra nsport when  resolvi ng domain names and updating AAAA (quad A) records. This 
server is always located  off -site.  

  




































