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About This Guide

This doaument describes howvito configureand usethe gogoCLIENT software. It also
providesvarious deployment scenarios anddescribes advaced featuresyou maywish to
implement.

gogoSERVERDocuments

Referto thegogoSERVE®ocumentation Guidéor detals regading the various manuals
that comprise thgogoSERVERIocumentatiosuite.

Obtaining Documentation

ThegogoSERVERIocumentsaresuppliedasPoitableDocumentrormat(PDF)files onthe
gogoSERVERSoftware & Documentation CD-ROM. Printed copiesof these documentsre
aso available.

The Software & Documertation CD-ROM alsocontansgogoOSmage files, gogoCLIENT
software,thelatestdocumentaton uypdatesaswell asgogoOSsoftware anccopyright
information,asapplicable.You canbrowsetheseitemson the gogo6corporatéNebsite.

DocumentRevision

Seethe gogoSERVERo0goOSReleaséNotesto learnwhich softwareversion correspodsto
this doament. Therevision number ofthis documentis 08.
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Introduction

This sectiongivesanoverviewof therelationship betveenthe gogoCLIENTandthe
gogoSERVERserver(oftenreferedto simply asthe gogoSERVER, andhowtheyinteract.

TSPisaprotocol thatedablishesandmaintains staticdatatunnels Locatedonthe hostcomputer
(local node) the gogoCLIENTconnectsto the gogoSERVERand obtainstunnetrelated
informationusingthe TSPprotocol. Uponreceivingtheinformationfor thetunnel,the
gogoSERVER

Clientcreates statictunnelonthe localoperating system.

Network B IPv6

Figure 1 - gogoCLIENTand gogoSERVER

The gogoCLIENT source codeis mostly identical for all client platforms. Creatig the static
tunnel, onthe other hand, is dep@denton the operatig system ands canpleted by meansof a
script executedyy the gogoCLIENT. Thesescriptsarelocatedin thet emplate subdirectoryof
thegogoCLIENTIinstalation directory.

Client Components

Figurel below stows thevarious @mponents of thegogoCLIENT, aswell ashowthey
interact wth the local node'soperating systemandthe gogoSERVER

TSP Client TSP

TSP
‘—\ Listener

Tunnel Script

- Tunnel
p Operating Server
p a— System a
Host PC gogoSERVER

Figure2 - gogoCLIENTconponeris

Thescript executedy the gogoCLIENTto configurethetunnelinterfaceis customizd for
eachsupportedtargetoperatingsystem inorderto handleits unique characteristic©n Unix
systems, itis ashel script, while for Microsoft Windows, it takesthe form of acommand file
(*.cmd ). Separatig the binary from the script simplifies adding new operatig systems,ashas
beendemonstratedy the comnmunity contributions for manydifferentervironments.

gogoCLIENT Guide 9
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Packaging
ThegogoCLIENTIis avdlablein several ways:
It is partof certainoperatng systendistributions, such asLinux or FreeBSD

It canbedownloadedrom the Website of thetunnelbrokerservice suchasFreenet6
(http://go6.ne)
It isincluded on thegogoSERVERNstallation CD-ROM

Regstereduserscanobtainit directly from gogo6by acessingthe downloadsectionof
the Online SupportCenter(http:/www.gogo6com)

Multi -Site Operation

You canuse the gogoCLIENTto connectto a single gogoSERVERor to multiple sewersin
different locations. This flexibility servegwo purposes:it offers a better quality of senice by
enablingusergo connecto the serverdocated closesto them,and it providesredundancyin the
event thabnesitebecomesinavailable.

TSPannouncesnultiple sitesusinga mechanisntalledagogoSERVERst (if thereareseveral
sites)or gogoSERVERedirection (if thereis only onesiteto amounce). ThegogoCLIENTthat
receivesa gogoSERVERist will use echomessageto testwhichsitesareavailable alongwith
their respectiveopologicaldistance.Theclient thenconnectdo eachgogoSERVERN thelist,
starting withthe closesione,until a successful connectiornis established.

In the example presentedh Figure 3 below, thegogoCLIENTconnedsto GW6 #1 initially in
orderto retrievethegogoSERVERist. It thensendsoutechorequeststo all gogoSERVERunits
inthe list andordersthemaccordingo their proximity. Basedon theroundtrip time results
returned bythe gogoSERVERuUnits, GW6#2 is the first to be contactedby theclient, followed
by GW6 #1 andGW6#3. Theclientconnectdo GW6#2 andsuccesfully negotiatestunnel.If
theGW6#2 ever becomasmanailable, the clientwill attempt to connectto GW6 #1.

A givengogoSERVERunit canactasboth the Masterand atunnelserveratthe same time. A
Master

gogoSERVERwould redirect connectons otto itself using a seond IP address.

|Pv6
Internet

Master

~

Internet

Figure 3 - gogoSERVERUti-site depbyment

gogoCLIENT Guide
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Configurin g the gogoCLIENT

ThegogoCLIENTIs configuredusing valuesstoredin a file calledgwéc. conf .

A graphicaluserinterface(GUI) designedor easy configurationrmanagemerdandservicestatus
reportingis availablefor the Microsoft Windowsoperating system.Seethe fi @eratng System
Specific ssactonon page 27 for moreinformation regardinghe Wirdowsverson of the

gogoCLIENTUtility.

gwé6c.conf

Configuration File

Thegwéc.conf

configuraion file is arawtextfile whosecommentsareidentified by the fi#0
charater. Eachstatemenadheredo the syntaxvariable =

value , similar to therc. conf

files in FreeBSDTheconfiguraton statenentspreseted below havebeensortedinto three
categoriesbasicconfiguration, routerconfiguration (whena prefixis delegatedandadvanced
configuration. Many paraméersareoptiond; most userswill only needto modify the basc
configurationstatemerg

BasicConfiguration Statements

Variable Default Value | Possible Values Description
userid A string Theuseridentificationstring.Not
<none> requiredif comeding
anorymously
(auth _method= anonymous)
passwd string Thepasswordassociatd with
userid
server bro ker.free i p_addre ss The gogoSERVERs IPaddres®r
net 6.net hostname hoshame(full doman name, when
| p_addre ss:port appropriate)A TSP portnumber
hostname : port canbespecifiedaswell.
Router Mode Configuration Statements
Variable Default Value |Possible Values Description
host_type host host Spedfieswhetherthe
r outer go0goSERVER
Clientisahostor arouter. In
router mode, thegogoCLIENT
receives a prefiwhenprefixlen
pr efixlen 48 <48- 64> The length of the prefix required by
thegogoCLIENT.
i f_prefix string Theinterfacein thegogoSERVER
interfacelD Client's operding systenthatis
(Windows) usedto sendrouteradvertisements

with the pefix received fromthe
gogoSERVERONWindows, this
may bean interfacelD. (Use the
netsh interfaceipvé shownterface
command tdist IPv6 interfaces
with their IDs.)

gogoCLIENT Guide
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Variable

Default Value

Possible Values

Description

dns_server

string

Thefully-qualified domain nameof
theDNSserverthat handleseverse
DNS delegaton of the prefix.
Multiple servercanbespeified by
separatng themwith the colon
charactr : .

AdvancedConfiguration Statementsin gwé6c.c onf

Variable

Default Value

Possible Values

Description

gwe_dir

gogoSERVER
Client
instdlation
directory

string

ThegogoCLIENTInstallation
directorycontainingthet emplate
subdirectorywherethe
configuration scripts arestored.

auth_meth od

anonymous

any
digest - nd5
passdss - 3des- 1
plain

anonymous

Thetype of authenticatiomisedfor
the TSPsessionDigestmd5 and
passas-3des-1 are the most
securesincetheyprotectthe
passwords. Plain sendsthe userid
and passvord withoutany
protection. Anonymousdoes not
send a useridr passverd. With
any, thegogoCLIENTusegshe
mostsecuremodebasednits
capabilitiesaswell asthe
gogoSERVERs authentication
capabilities. Thany valueis
recanmendedwhennotconneding
anonymously.

cl ient_v4

auto

auto
IPv4 address

ThelPv4 address useby the
gogoCLIENTasits tunnel
endpoint sourceaddess. Whenthis
parameter issetto auto, the
gogoCLIENTuseghefirst IPv4
addressssignedby theoperating
sydem.Leavingthis seting to auto
is recommended.

cl ient_v6

auto

auto
IPv6 address

ThelPv6 address usebly the
gogoCLIENTasits tunnel
endpoint. This paraneteris used
only whenrequesting a V4V6
tunnel. Leavingthis settngto auto
isrecommended.

12
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Variable

Default Value

Possible Values

Description

t emplate

checktunn el

Thescriptfile usedto createthe

darwin tunnel. Thevalue of this paraméer
f reebsd is the name ofthe scriptfile
I inux (locatedin thetempla t e direcory)
netbsd thatwill be caled by the
openbsd gOgoSERVER
w!ndows Client attheendof the TSPsession
cisco to createthetunnel.
Whencompiling the gogoSERVER
Client, thetempl ate variableis
assignedhecorrectvaluefor the
operating systemsedto complete
auto_retr y_ |Yes Yes Specifieswhetherthe gogoSERVEH
connect No Client should try recomeding after
a dsonnecton provokedby a
keepalive timeout.
retry_del ay |30 number Whenthetunnelis disconnected
becausef anerror,the numberof
secadsto wait beforemaking
another attenpt to connecto the
gogoSERVER
t unnel_mo de |v6anyv4 v6v4 Thetunnelencapulation mode,as
véudpv4 describecbn page 1@nthefi T u n
v6anyv4 EncgsulationMode ssécton.
vave Note thatot all encgsulation
modes aravailableonall
platforms. Refeto the platform-
spedfic sectonsfor detais.
i f_tunnel _v |Automatically | String interfacelD Thetunnelinterfaceontheclient's
6v4d setduring (Windows) operatingsystemnthatis usedor
install ation IPv6-in-IPv4 encapslation.
i f_tunnel _v |Automatically | StringinterfacelD Thetunnelinterfaceontheclient's
6udpv4 setduring (Windows) operatingsystenthatis usedor
installation IPv6-in-UDP-in-IPv4
encapsulation.
i f_tunnel _v |Automatically |StringinterfacelD Thetunnelinterfaceontheclient's
4v6 setduring (Windows) operatingsystemnthatis usedor
install ation IPv4-in-IPv6 encapslation.
proxy_client no yes Whensetto yes the gogoSERVER
no Client isaproxy for thetunnel

endpoint, asopposed tahetunnel
endpoint itsdf. This parameteris
useful whencreatingatunnel for an
externalrouter.

gogoCLIENT Guide
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Variable

Default Value

Possible Values

Description

keepalive

yes

yes
no

Whensetto yes the gogoSERVER
Client sendpacketgo keepthe
tunnel activeThisis especially
useful for environmentsvith
Network AddressTranslation
(NAT) sincetheymust retaintheir
NAT mapping in orderto havea
sugainable tunneloverUDP. It can
alsobe usedto monitor thetunnel
on bah sides.

keepalive _i
nt erval

30

number

Thisinterval,expresseth seonds,
mustbe shorterthan theNAT
mapping timeout for UDP. The
gogoCLIENTsendsa keepalive
packetto thegogoSERVERat
everykeepali ve_inter val . The
gogoSERVERmMayforceahigher
value tharwhatis enterechere,
dependng ontheloadfroma
provider thais expectednthe
gogoSERVERRecanmended
values arédhetween 3@nd 110

| og_file

0
Windows: 1

0,1,2,3

Spectfi'esthelog verhosity level in
the file.

| og_stderr

1
Windows:0

0,1,2,3

Spedfiesthelog verhosity level
printedto the standarderror.

| og_conso | e

0

0,1,2,3

Spedfiesthelog verhosity level
sentto theconsde.

| og_syslog

0,1,2,3

Spedfiesthelog verbosity level
sentto syslog.

| og_filen ame

gwéc.log

Stringfilename

Specifieghefilenameto usefor
logging purposeswhen

log_fil e=[level] is
encourteredin the configuratbn.

| og_rotat ion

yes

yes
no

Specifieswhetherthelog file
shoulduse therotationfeature.
Whenenabledthe contentof the
file aremovedto abadupfile
before thdog file reacheshesize
specifid in the

log_rot ation_si ze variale.
The backupfile namecontainghe
timestamp.

| og_rotat io
n_size

32

16, 32, 128, 1024

Directive cortrolli ng thesizethe
log file must reach befordts
contents arenovedto anarchive
file.

14
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Variable Default Value |Possible Values Description
syslog_fa ci |USER USER LOCAL[O - 7] Indicateghefacility whenthelog
lity directiveis setto syslog . (Unix

platformsonly)

| ast_serv er |Tsp-last - File name Nameof the textfile containing the
servert xt addressof the last
gogoSERVERo which a
connectiam wassuccesstlly
al ways_use_ |no yes Detemineswhetherthe client will
same_serv er no alwaysattemptto connecto the
gogoSERVERspecifedwith the
last_se rver directive(if any).
broker_li st [tsp-brok er- |File name Name ofthetext file wherethe
| ist.txt gogoSERVERIst, receivedn a
redirectbn instructon, is savel.
hap6_web_en |NO yes Specifieswhetheror notthe Home
abled no Webfeatureis enabledor use.
hap6_prox y_ |no yes Specifiesvhetheror notthe Home
enabled no Access featureis enabledor use.
hap6_docu ne | None A full directorypath If the Home Webfeaturehasbeen

nt _root

enabledor use
(hap6_web_enabled=ye s), this
statementMUST indicatethe full
path leadngto thedirectorythat
serves athedocumentoot. The
folder specifiedherewill become
theroot folderfor treestructureof
fil esthatwill comprisetheWebsite
availabe on theclient host.

Thet emplate variablecortainsthe nameof thesciipt file execuedupon conclusionof the TSP
session. OnUnix-basedoperatingsystemgBSD, Linux, MacOS X), the .sh extensionis
appendedo thefile namebeforethe scriptis executed;the .cmd extensionis appended nstead
for Microsoft Windows.How to cusbmizethe sciipt is discussedh thefi Gnfiguring the
gogoCLIENTO sedion on page55 of this dowmert.

Last ServerFile t sp- last - server.txt

ThelLastServerfile storeshe nameor addres®f thelastserverto which a successfutonnection
wasestalhished.This paraneteris usedto recomectif theal ways_use_ same_ser ver variable
hasbeensetto yes usuallyin cags wherethereis a statichost or router for which the samelPv6
address angrefix aredesired.

gO0gOSERVERList Filetsp - broker -list. txt

ThegogoSERVERLi st file is generatedutomaticallywhenthe clientreceivesa list of
gogoSERVERunits from a TSPserver.The information contained inthis file is usedn
multiple-site configirationsto amouncethe availade gogoSERVERunits toclients.

gogoCLIENT Guide
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Tunnel Encapsulation Modes

Tunnel encapsuléion modeskeywords, asdefinedby thet unnel_mode variableof the
gwec.conf configuraton file, ardisted inthetablebelow.When véanyv4 issentby the
gogoCLIENT, thegogoSERVEReststo deternine whethertheclientis locatedbehinda
NAT, then respods by seting the correcencapsulaon mode.

Tunnel Mode | Description

Keyword

vév4 IPv6-in-IPv4encapslation, using IPv4 protocol 41. Thisencgsulationmode
is not campatble with a NAT.

véudpv4 IPv6-in-UDP-in-IPv4 encapslation. This encapslation modeis desgnedto
work gracefullythrougha NAT.

v6anyv4 IPv6in anylPv4 encapsulationVhenthis nodeis enabled, the
gogoSERVERWiIll suggesthecorrectencapulation methodto the
gogoCLIENTbased onvheteror notthegogoSERVERliscoversaNAT in
the path. If thegogoSERVERinds a NAT thenv6udpv4 is proposedo the
gogoCLIENT, othemwisev6v4is proposed.

v4v6 IPv4-in-IPv6 encasulation. (DSTM)

NOTE: Not all gogoCLIENTplatformssupportthe NAT traversafeaureimplementedvith the
véudpv4 encgpsulation mode or the IPv4-in-IPv6 encapsulationPlease refer to the
gogoCLIENTReleaseéNotesfor platform-specificfeaturesupport.

16 gogoCLIENT Guide



Executin g the gogoCLIENT

Thecommandlineversionof thegogoCLIENTis execded marually by typing theconmand
gwec. Firstof all, open acommand pranpt andnavigate to thegogoCLIENT instdlation
directory.Fromthere,you may launchthe gogoCLIENTby typing gw6c. ThegogoSERVER
Clientprogramwill either remain comected(Windows only) or continuerunningin the
backgroundotheroperatingsystems}o sustairthe keepalivewith the gogoSERVER
Keepalive packis aremanddory for IPv6-in-UDP-in-IPv4 tunnelsin order to sustairthe
NAT mapping, but areoptionalfor IPv6-in-IPv4 tunnelsand IPv4in-IPv6tunnds.

A seond modeof operatonis avdlablefor Windows.ThegogoCLIENTiIs configuredto run by
defaultasaserviceby theinstaller.As asenice,it will aubmeatically startwhentheoperating
systemlaunchesTheautomatiaeconnectiorieatue of thegogoCLIENT Utility is now user
controlled. Assud, whenatunnelexpiresdueto akeepdive timeaut, a popup windowis
displayedallowing the userto choosewhetheror notto reconnect.

To startthegogoCLIENT sothatit is minimizedto the systermotificationarea(sysem tray),
simply crede a shortcutn theusualmannerand appendhe-- start - nminimized command
line option to the exeautable. Thisoption is particdady usefulwhenaub-launching the client at
logon fromthe startup directory.

To configurethe gogoCLIENTsenice, go to the WindowsControl Pand, openAdministrative
Tools thenchooseServicesasshownin thesectioni Wi n d @owfiguringthe gogoCLIENT
S e r vanpaged4. Thegraphcal user interfacgGUI) is a useifriendly way to canfigurethe

gogoCLIENTandmanaye the gogoCLIENT process.

NOTE: Whendehugging, the gogoCLIENT should dways beexecutednanudly.

Arguments

Thecommandine argumentgor the gw6c programaredescibedin the table bebw.

Argument Description

-V Setsthe verbosity level and type of debugging information sent to the
- Vv screen-vvv yields the mostdehugging information, such asthe TSP
-Vw XML content.-vvvv isveryverboseandis intendedto monitor the

- VW keepaliveprocess.

-i interface name | Setstheinterfacenamefor IPv6-in-IPv4encapsulation.

- u interface name | Setstheinterfacenamefor IPv6-in-UDP-in-IPv4encagulation.

- s interface name | Setstheinterfacenameto configurerouteradvertisementsf the prefix
whentheclientis arouteranda prefixhasbeenreceived.

-f config_filename | Sesthe configurationfile.

- r number_of_second Setstheretryintervalwhenthe TSPconnecion to the gogoSERVER

-h Showsthe currentversionnumberandlist of avalableoptions.

- - register RegistershegogoCLIENTasaWindowsservice.Thisis completed
aubmaically aspartof theinstallation process(Windows only)
NOTE: Sending thisargument will not startthe clientitsdf.

- -unregis ter StopsthegogoCLIENT, then unregister asa Windowsservice.
(Windows only)

gogoCLIENT Guide
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Troubleshooting

To troubleshootthe gogoCLIENT, use-v or -vv or -vvv as thecommandine argumentThe
gwec.log file contains logging information for the TSPsessbn andtunnel confi guration.

This sectiondescribesscenariostypically encounteredby the gogoCLIENT. The depicted
configurationsareequallyapplicableto the graphicaluserinterfaceand theconfiguration file.

Scenaio #1: SingleHoston an IPv4 Network, Temporary IPv6 Address

A singlenodeattachedo the IPv4 Internetrequiresa temporaryPv6 address and¢omectivity,
asshown in Figure 2 onpage9. This scenariaeflectsthe default stateof the confi guration file
when thegogoCLIENT softwareis fir st installed.Becawse it usestheanonymous authentication
mode,pre-registeringa usernames unnecessdr Requredvariadesfor this scenaricareas
follows:

aut h_method =anonymous
host _type=h ost

Scenaio #2: SingleHoston an IPv4 Network, PermanentIPv6 Address

Here,thelPv6 address idooundto ausernane soit canbemme permanet. Theusermustfirst
subscibe toandobtain valid login credentialgi.e. a userid/passwordom the gogoSERVER
The usericandpasswordarethenaddedo the configuraion file for useduringauthertication

of the TSP sessiowith the gogoSERVERRequired variablesfor this scenario areasfollows:

aut h_method =any
userid= your _username
pas swd=your _password
host _type=h ost

Scenaitio #3: Router on an IPv4 Network, Delegated IPv6 Prefix

In this scenario, agogoCLIENTrouter (R1) is forwardingPv6 packetdetweerthetunnel
interfaceto thegogoSERVERandanotheiinterface asspecifiedoy thei f _prefix — paraneterof
theconfiguration file. ThegogoCLIENThasal sorequestedanIPv6 prefix from the
gogoSERVERO beadvertiseanits atachednetwork. Figure4 bd ow shovsanexamplewhere
R1lisagogoSERVER

Clientthathasbeenauthenticatedy the gogoSERVERandan|Pv6 prefix for the
gogoCLIENTS attacheahetworkhasbeenduly requestedndreceived.

IPv6 and IPv4 network

IPV6 host gogoCLIENT //,_,_,_,\
TSP Y ™
Network A <
Y M\ . /.‘
. Network B IPv6 ‘j|
Dual-stack~__ IPv4 gogoSERVEL\ _ -.//
Dual-stack  gateway — —
host

Figure 4 - gogoCLIENTasa router
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Scenarios

Oncethetunnelis successfully established,R1 advertisesthereceivedPv6 prefix onits attached
network. NodesA andB configure themselvesbhasedn the advertisecprefix. Evenif R1's IPv4
address changethe IPv6 prefix for nodesA andB will remain permanenandstable Required
variablesfor this scenariareasfollows:

aut h_method =any

userid= your _username

passwd=your _password

host_type=r outer

if _prefix= i nterface _name

pr efixlen=64  (dependngonhowthe gogoSERVERS configured, thisvalue could also
be 48 or 60)

Scenaio#4: Behind an IPv4 Network Address Translator (NAT)

ThegogoCLIENT, which is eitherahostor routerasdescribedbove canbeplacedbehinda
NAT. Whenthisis the case]Pv6-in-UDP-in-IPv4 encapsuléion must be usedto traversehe
NAT. Figure5 belowprovidesanexample of this type of scenario.

Figure 5 - gogoCLIENTbehind an IPv4 NAT

It is importantto understandhata gogoCLIENT cannot easly discernwhetheror not nodes are
situatedbehinda NAT. Forexampé, anodecanusea public addres®venfrom behinda NAT.
Moreover,anodemaybe usinga privateaddres spaceputdoesnottraveise a NAT in orderto
reachits gogoSERVERForthesereasons,v6anyv4 is the defaulttunnelmode usedby the
gogoCLIENT. ThegogoCLIENTsendghetunnelrequesto thegogoSERVERand,becage the
gogoSERVERcanverify whether omot the gogoCLIENTi s locatedbehinda NAT, it is the
gogoSERVERhatdecdeswhich encapsuléion methodis appropriatdor thetunnel requested
by the client. Thishighly-flexible corfigurationoptionis recommendebfiecausét adaptgo
coverall possble casesespecally mobile nodes.

Reaquired varialesfor this scenaricareasfollows:

aut h_method =any

userid= your _username

passwd=your _password

tu nnel_mode =v6anyv4

ke epalive=y es

keepalive_i nterval= 30

if _tunnel_v 6udpv4=i nterface _name

gogoCLIENT Guide
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Thekeepalive intervalis usedto sustainthe NAT mapgng. If thetunnel remansup for lessthan
the keepaliveinterval,it might be becaus¢he NAT mapping lifetime is shorterthanthe
keepaliveinterval.In suchcasethekeepaliventervalshouldbeshortenedccordinglyInformal
observaonsindicatethatthe NAT mappng lifetime variefrom hoursto only afew seonds.

Scenaiio #5: M obile Nodeon IPv4 Networks

In this scenario, a mobile node conneds to the IPv4 Intemet eitherwith or withouta NAT. The
configuration describedn Scenarig#4 with tu nnel_mode =v6anyv4 enalesthe nobile node
to dbtain the besttunnel encapsuléion modeatall times.

ThegogoCLIENTmustbererunwhenevethe mobilenode'dPv4 addesschangs. One
possbility would beto addthegogoCLIENTto thenode &beotseqience;however,if the IPv4
addressis changedwithout rebooting, the gogoCLIENT may or may notrecomect, depading
on thelength of time between he addresshangesA safewayto ersure thatthe tunneis
alwaysre-establishedvhenthelPv4 addresghangess to bind theprocesghatchanges théPv4
addressvith thegogoCLIENT. Forexample,on Unix operating systemsuchas Linux or
FreeBSDthe DHCP client, 1SC dhclient, canbe customizedo rerunthegogoSERVER
ClientwhenthelPv4 addresghanges.

As such, the/etc/dhclient-exit-hooksscriptwould contain thefollowing commands:

if[ x%old_ip_a ddress =x ] || [ x$old_ip_ad dress != x$new_ ip_add ress ];
th en

gw6e
fi

Scenaio #6: SingleHoston an IPv6-Only Network

A single host ona native IPv6 network requresiPv4 comedivity. Boththeanonymous mode
andauhenticatedmodescanbe used here,dependng onwhetheror nota stale IPv4 address is
required.

Recquired variadesfor this scenariareasfollows:

Authenticated mode:
aut h_method =any
user id= your _username
pas swd=your _password
tun nel_mode =v4v6

if  tunnel_v 4v6=interface_name

OR

Anonymousmode:
aut h_method =anonymous
userid=
passwd=
tun nel_mode =v4v6

if _ tunnel_v 4v6=interface_name
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Advance d Features

This sedion describes thgogoCLIENTs advancedeaturesandconfiguraton setings.

TSP Transport and Encapsulation

ThegogoCLIENTInitiates thel SPsessbn with the gogoSERVERspedfiedin theser ver
parameteof the gwéc.conf configuratonfile. ThegogoCLIENTfirst attemptsto connectto
the gogoSERVERover UDP(thussupposing the preseiceof aNAT). If no connection is made,
the TSPsessiorisregdartedover TCP.Thepresenceof a NAT meansthat veudpv4requres
UDP transportsincethe sane UDP channel is usetb tunnel he IPv6 traffic upon termnaion
of the TSPsesion. ThisapprachendlesthesameNAT mappingto bereusedand guarantees
thatthetunnel for all typesof NATs will be reliably estabished.

Tunnel Maximum Transmission Unit (MTU)

Eachoperatingsystemsetsthe MTU of thetunnelinterfaceto adifferentvalue.In theinterestsof
confornity andinteroperabity, the TSPtemplate sciipt (or commandfile) executednthelocal
operatingsystem forceshetunnelinterface’sMTU to 1280for all operating system

TSP Protocol Versions

Verdon 1.X of the TSPprotocol usesT CP asthe transporimechanismVersion2.X useseither
UDP or TCP.Both versbnsuse the assigied IANA port 3653. Whena gogoCLIENT comects
to agogoSERVERthegogoCLIENTadvertisesto thegogoSERVERhelatestversionof the
TSP potocolit supports.

Whena 2.X clientconnectdo aversionl.X gogoSERVERthe gogoCLIENTfirst connects
using UDP. Becasea 1.XgogoSERVERIoesnotlistenon UDP,thegogoCLIENTtimesout,
aubmatically falls backto TCP,then esablishesthe TSPsessionusingTCP.Theentireprocess
is quick to executedespitethetimeout.

Whena 1.Xclientconnectgo a vesion 2.X gogoSERVERthe gogoSERVERseamlesslyadapts
tothe
gogoCLIENTusingthe 1.XTSPprotocol.

At the sametime, theclient will advertiseversion 2.0.00f the TSPprotoal. If the gogoSERVER
is

1.X TSPprotocol compliant, it will deny the gogoCLIENTs requestThegogoCLIENTthen
restatsthe TSPsessonadvertisngthe 1.X TSPprotocol version.

Verson2.0of the TSPprotocol addedhe v6udpv4 encagpsulaton modefor NAT traversal,as
well asakeepalve mechamsmto sustan the NAT mapping while the tunnelisin use. IPv4in-
IPv6 encasulation (v4v6) wasalsoaddedin version2.0 of the TSPprotocol.

In version 2.0.10f the TSPprotocd, the gogoSERVERedrecionfeaurewasadded. In this
versia, theTSPservemayresmnd with a listof gogoSERVERuUnits at anytime in the
negdiation process.Theclient sortsthelistfrom the closestto the farthest thenattemptsto
comectto themin order. Thepurposeof this featureis to redirectusersn the event of anerror
or to sugport multi-site operain.
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Usingthe PASSDSSAuthentication Method

The PASSDSS3DES 1 authenticatiomethodusesa dual-authertication approaclhhatis
similar to SSH. When the gogoCLIENT conneds for thefirst time to agogoSERVERusng the
PASSDSS-3DES-1 authertication mecanian, the gogoSERVERsendghe clientits DSA public
key sotheclientcanauthenticat¢he gogoSERVER

1 If thekeyreceivedromthegogoSERVERS alreadypresenin thegwéck eys.pub file,
thegogoCLIENT auhenticaesitself tothegogoSERVERasusual.

1 If thekeyreceivedromthegogoSERVERSs notfoundin thegwéckey s.pub file or the
file doesnotexist,the gogoCLIENTpromptstheuser toaccepthe gogoSERVER key.

D) If theuseransweryes thenthekeyis savedin gw6ckeys.pub .
) If theuserrefusesthe TSPsessbn is aborted.
Thenexttime thegogoCLIENT connectsto the gogoSERVERthe samekey will be

comparel. If it is idertical, the client will successfullyauthenticéethegogoSERVER
andthe clientwill subsequently authenticaitself to the gogoSERVER

SincethegogoSERVER keyis assocatedwith thelPv4 address of the gogoSERVERhat
hasbeen entereth the gwéck eys.pub file, achange inthe gogoSERVERs IPv4 address
will resultin the useibeingpromptedo accepthe newkey. Thekeywith thegogoSERVERs
formerlPv4 address Wi be purgedfrom the gw6ckeys . pub file.

NOTE: In the case of the gogoCLIENTrunningas aWindows service, thereis no way to
acceptuserinput. As such, thegogoCLIENT serviceautomaticallyacceptshe key
proposedby the gogoSERVERandgeneratesa logging recordo alertthe user.

Lifetime of IPv4-in-IPv6 Tunnels

Whenregquestng anIPv4 prefix with av4ve tunnd, theallocaed IPv4 prefix lifetimeis bound to
the lifetime of the tunnel. The gogoCLIENT aubbmaically renewsthe tunnel whenits lifetime
hasexpired.

Multi -Site Operation

Starting with verson4.2,the gogoCLIENT canoperaten multi-sitemode. This modeof
operaton is triggeredoy a gogoSERVERoresening thegogoCLIENTwith alist of
gogoSERVERunits towhichit canconnet.

Upon receptiorof thelist, theclientwill gothroughit in order, attemptingo connecto each
gogoSERVERThrough theuseof anechomecharmsm (ping), the topdogical distancdetween
the hostandeachgogoSERVERS measuredT helist is thensorted by distance startingwith the
closest gogoSERVERUnresponsivegjogoSERVERUNits areplacedatthe endof thelist, asare
anygogoSERVERunitswith a mismathedaddress family (for example,agogoSERVER
reolvingto anlPv6 address when atPv6 tunnel is requred). Thislististhensavedin thetsp -
broker -1isttxt file.

24

gogoCLIENT Guide



HEX-DC-0005

I nternet

Figure6 - Multi-site operation of thegogoCLIENT

Theclientthenproceedso connecto eachgogoSERVERRN thelist until a successful
connectionis establishedhena sucessfulconnectioroccurs the nameof the gogoSERVER
is saved in thets p-last -servertxt file.

Dueto the factthatagivengogoSERVERWill usualy returnthesane address andprefix
information totheclient, it may bedesirableor the hostor routerto alwaysreconnecto the
samegogoSERVERand husavoid renumbering.To do so, setthe

alw ays_use_ same_serv er paraneterof thegwec.conf configuration file to yes Otherwise,
thehostwill receivea differentaddressand prefixif it connectgo a differentserver hantheone
to whichit usually connects.
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